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Abstract

The Gaussian wiretap channel with rate-limited help, atdd at the legitimate receiver (Rx) or/and
transmitter (Tx), is studied under various channel conéians (degraded, reversely degraded and non-
degraded). In the case of Rx help and all channel configursittbe rate-limited help results in a secrecy
capacity boost equal to the help rate irrespective of whidtteehelp is secure or not, so that the secrecy
of help does not provide any capacity increase. The seceggaoity is positive for the reversely-degraded
channel (where the no-help secrecy capacity is zero) andnetayw coding is needed to achieve it. More
noise at the legitimate receiver can sometimes result ihgrigecrecy capacity. The secrecy capacity
with Rx help is not increased even if the helper is aware ofniessage being transmitted. The same
secrecy capacity boost also holds if non-secure help idadlaito the transmitter (encoder), in addition
to or instead of the same Rx help, so that, in the case of tim joi/Rx help, one help link can be
omitted without affecting the capacity. If Rx/Tx help linkse independent of each other, then the boost
in the secrecy capacity is the sum of help rates and no linkbeasmitted without a loss in the capacity.
Non-singular correlation of the receiver and eavesdropp&ses does not affect the secrecy capacity

and non-causal help does not bring in any capacity increasetbe causal one.

. INTRODUCTION

Physical-layer security has emerged as a valuable alteertatcryptography-based techniques
[1]-[3], especially over wireless channels and networks] & also plays an important role in

modern industrial standards [4]-[6]. While the original nkan information-theoretic secrecy
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dates back to Shannon himself [7], Wyner's wiretap chank®TC) model [8] established
itself as a very useful tool for many different settings ar@hfigurations. It includes one
legitimate transmitter-receiver pair and one wiretapper davesdropper) to be kept ignorant
of the transmitted message; see [9] for a simplified analysthis model. Its key performance
metric is the secrecy capacity, i.e. the largest achievalbdesubject to (weak or strong) secrecy in
addition to a reliability constraint, possibly under a powenstraint. The original degraded WTC
model has been extended and developed in many respectsjabf wh mention here only a few.
Csiszar and Korner [10] extended it to broadcast channels auinfidential messages, including
non-degraded WTC as a special case and established itsyseapacity, which became a starting
point for many further extensions and developments, sedH-§4] and references therein. The
discrete memoryless model was extended to single-ante®i®0O] Gaussian settings in [11]
and further to multi-antenna (MIMO) settings in [12]-[14he respective secrecy capacities
and optimal signalling strategies were also establishd@t[l5] and were further extended to
interference-constrained channels [16], [17]. The SIS@gS@an WTC with interference known
to the transmitter was studied in [18] and its achievableesgcrates were obtained. Encoding
individual (deterministic) source sequences for the d#gplamemoryless WTC was studied in
[19]; a necessary condition for secure and reliable trassimm of such sequences was obtained
and an achievability scheme was also given. More refinedpaence metrics (beyond secrecy
capacity), including secrecy exponents, finite blocklanghd second-order coding rates, have
also been studied, see [20], [21] and references therein.

While the above models assume the availability of complet@Medge of the channel, such
knowledge may be incomplete or inaccurate in many practiedings and a compound channel
model emerges. Finite-state compound WTCs have been dtud{22], [23] and their secrecy
capacities were established under certain degradedngsspisons. The secrecy capacity of a
class of compound Gaussian wiretap MIMO channels with ndromecertainty (not necessarily
degraded or finite state) and an optimal signalling strategse established in [24].

The original WTC model can also be extended in other respactisiding the addition of side
information and feedback, which are often available in nmodg/stems and networks. While
feedback does not increase the ordinary (no secrecy) d¢gpafcimemoryless channels, it is
often able to boost the secrecy capacity, even in the meegsysettings, see e.g. [25] and
references therein. The memoryless Gaussian WTC with lessd€and hence rate-unlimited)

feedback was considered in [26], whereby the transmittg) (s access to the signal of the
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legitimate receiver (Rx) in a causal manner while the eawgguer (Ev) has access to a noisy
version of the feedback. Its secrecy capadity,; was shown to be equal to the ordinary (no
Ev, no feedback) AWGN channel capacity,

Csng = Co (1)

i.e. secrecy comes for free with the noiseless feedback lemddcrecy capacity with feedback
exceeds the no-feedback one, even though the channel isnylessoand, possibly, not degraded.
The capacity-achieving strategy is the Schalkwijk-Ka&ilatheme [27] (which is also optimal for
the no-Ev/no-secrecy case) and no wiretap coding is neddheslresult was further extended to
a colored (ARMA) Gaussian noise channel with noiselese{uatimited) feedback in [25] and
a generalized Schalkwijk-Kailath scheme was shown to bangpt Note, however, that, in this
setting, the Tx has access to the noiseless feedback whkile\ttobserves only its noisy version,
i.e. the Ev is at a significant disadvantage and the feedlmek lieast partially secure (hidden
by the noise in the Ev feedback link). The situation changasdtically if the Ev has access to
the same noiseless (and, hence, non-secure) feedback lasr Wethe Rx-to-Tx feedback link
is also noisy or rate-limited (the Schalkwijk-Kailath salme does not work in this case). The
degraded memoryless Gaussian WTC with a secatelimited feedback of rate?; < oo was

considered in [28] and its secrecy capadity; was established:
Csf :min{CQ,CSO+Rf} (2)

where Cy, is the secrecy capacity without feedbackn optimal Tx strategy is fundamentally
different from [25], [26] in this setting: it is a combinaticof the standard wiretap coding as
in [8] with a secure key generated by the Rx and sent to the &xtiwe secure rate-limited
feedback link (it is this 2nd part that is responsible for th&, boost in the secrecy capacity
as it protects a part of the message which was dummy in [8])e Nwwever, that this strategy
requires a secure feedback link, so that the feedback isgledety) unknown to the Ev, and it
does not apply otherwise.

In modern communication systems/networks, various forfrede information, beyond feed-

back, are often available to the encoder or/and decoder ifeg cloud radio access network

L1t follows thatCs; = Csny = Cy if the feedback rate is sufficiently larg&s > Co — Cso, i.€. the increase sy with Ry
saturates aCsy = Co and further increase iy does not bring in any capacity increase so that the ratenitelil feedback,

as in [26], is not necessary to achiewg; = Co.
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with a centralized processing unit or in a cooperative comigation system). This can be
used to facilitate reliable communications and often itssial a boost to the capacity [29]. One
particular configuration was recently studied in [30]-[3%here a rate-limited (and error-free)
help is available to the decoder or/and encoder. In padicalhelper observes the noise sequence
(which can be a signal intended for other users in a multi-asgironment) and communicates
his observation to the receiver (decoder) or transmittecdder) via an error-free but rate-
limited data pipe. This model is, in our opinion, importarmrh a practical perspective since
it considers a rate-limited help, unlike some noiselesdliaek models that essentially require
rate-unlimited and error-free feedback links, which aredyapossible in practice. This rate-
limited help was shown in [30]-[32] to provide a channel aapjaboost equal to the help rate
Ry, so that the resulting channel capacity(is+ Ry,; flash signalling (i.e. using high-resolution
help infrequently) was shown to be an optimal help strateggpmbination with two-phase time
sharing. Error exponents of Gaussian and modulo-additaamels with rate-limited Tx help
were established in [33], where it was also shown that thermélawith Tx help is equivalent,
in this respect, to the regular (no-help) channel and antiaddi parallel error-free bit-pipe of
rate R,.

In the present paper, we extend the help setting in [30]-[82lhe memoryless Gaussian
wiretap channel. In the case of Rx help, we show that the sapactty boost as in [30] also
holds for the wiretap channel in terms of its secrecy capaCit a receiver help of ratdz,
results in the secrecy capacity boostRyf, i.e. the+R;, capacity boost come with secrecy for

free,
Cs = Cy + Ry, 3)

where C, is the no-help secrecy capacity (if noises are not Gaussiem the rate boost
is upper bounded by, and C; < C, + Ry). This holds for all possible configurations of
the SISO Gaussian WTC, i.e. degraded, reversely degradks@mdegraded with only one

exception. Some surprising properties are observed. Iticpkar, the secrecy capacity is the
same irrespective of whether the help is secure (i.e. unknmathe eavesdropper) or not, so
that the secrecy of help does not bring in any increase ingbeesy capacity; this also applies to

the case of partially-secure help. For the reversely-aigtahannel (where the secrecy capacity

2While the standard (no help) SISO non-degraded Gaussian &/ €6uivalent to either degraded or reversely-degraded one
this is not the case anymore when Rx/Tx help is also availabtbe Ev.
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is zero without help), we show that the secrecy capacity Withhelp is positive and equal to

the help rate, that no wiretap coding is needed to achievend, that burst signaling (along

with regular channel coding) is optimal. Unlike the no-helse, more noise at the legitimate
receiver can sometimes result in higher secrecy capacitpriSingly, the secrecy capacity with

Rx help, secure or non-secure, is not increased even if tipehis aware of the message being
transmitted.

An optimal Tx strategy to achievé in (3) is fundamentally different from those in [25],
[26], [28]: it is a two-phase time sharing whereby no help $ediin Phase 1 but just regular
(no help) wiretap coding; on the contrary, much shorter Btfasnakes use of high-resolution
help in combination with regular (no Ev) channel coding batwiretap coding at all. In the
case of the reversely-degraded WTC, Phase 1 and hencepviretiing are not needed so that
burst signaling alone (with regular channel coding) is sigfit.

Comparing (3) to (2) withk;, = Ry, note that”; > C;; if the help/feedback rate is sufficiently
high, R, = Ry > Cy — Cyo = Cy, where(, is the no-help capacity of the Tx-Ev link, i.e. the
helper setting provides larger secrecy capacity compareket rate-limited but secure feedback
setting, even though the help is not required to be secure.séime applies to (1), where the
feedback is rate-unlimited and at least partially-sechlete also that, unlike”’; in (2), the
increase inC in (3) with R;, does not saturate.

We further show that, in the case of the degraded or revedsyaded Gaussian WTC,
the same secrecy capacity boost, and hence (3), hold whesewome help is available to the
transmitter, in addition to or instead of the same Rx heljpl, @m optimal signalling is still two-
phase time sharing. Thus, if the Tx and Rx help links are idah{carry the same information),
then any one can be omitted without affecting the capacitys s not the case anymore if the
help links are independent: in this case, the secrecy dgpagost is the sum of help rates, an
optimal signalling is a three-phase time sharing and no liatpcan be omitted without capacity
loss.

While causality is immaterial for Rx help (since the receistarts decoding after the whole
block of symbols is received), it becomes important for tkeh&lp since the transmitter performs
sequential symbol-by-symbol transmission. Therefore,digéinguish between causal and non-
causal Tx help. In the latter case, the help is based on théewlwise sequence and is available
to the Tx in advance. In the former case, the Tx help at tineebased on the noise sequence

up to time: only. Interestingly, the causality of Tx help, unlike thdtfeedback, has no impact
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on the secrecy capacity (this property is similar to thathef ho-secrecy channel capacity with
Tx help in [31]).

Unlike the studies of Gaussian WTCs with noiseless (and dneate-unlimited) feedback in
[25], [26], our help links are rate-limited, as in [30]-[3Znd we also allow here the Ev to have
access to the same help as the legitimate Rx or/and Tx (inabe af non-secure help). In our
rate-limited setting, causality of help has no impact ondberecy capacity and, in the case of
Rx help, the secrecy capacity is the same for perfectly seand completely non-secure help
(i.e. when exactly the same help is also available to the Bm)ike the study in [28], our help
link is not required to be secure or causal and the channeaitiseguired to be degraded.

In a related line of work, secure communication with a heeiing as a cooperating jammer
was studied in [34], [35] (this setting is partialy equivaiéo an interference channel). However,
no secrecy capacity was established but only the geneadaliegrees of freedom (GDoF), which
characterize the high-SNR scaling of the secrecy capaaityase essentially the multiplexing
gain in terms of secrecy rates. Unlike [34], [35], the prégeper considers no jamming at all;
rather, the help comes in a form of rate-limited error-fref@imation about the noise sequence
affecting the legitimate Rx, which is available to the Rx amdrx.

The rest of the paper is organized as follows. Various cordiipns (degraded, reversely-
degraded and non-degraded) of the Gaussian WTC with Rx melpansidered in Sections Il
to IV and their secrecy capacities are established in Tihe®re - 3 and Propositions 1, 2. The
case of Tx help, instead of or in addition to the Rx help, isl&d in Sections V - VIII and
the respective secrecy capacities are established/tbarad in Theorems 4 - 7 and Proposition
3, including the same and independent Tx/Rx help links, &edcase of correlated Rx and Ev
noises.

Notations we follow the standard notations as much as possible, wiae@om variables and
their realizations are denoted by capital and lower casertetrespectively, and their alphabets
follow from the respective channel models;* denotes the sequen¢&(y, ..., X,,); H(-), h(-)
and h(-|-) are the entropy, differential and conditional differehstropies, respectively, and
I(-;-) is the mutual informationE{-} andPr{-} are statistical expectation and probability with
respect to relevant random variable§;— Y — Z denotes a Markov chain of random variables
X,Y,andZ.
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[I. DEGRADED GAUSSIAN WIRETAP CHANNEL WITH RX HELP

We begin with the real-valued degraded (discrete-time)sSian wiretap channel:

where X; is the real-valued transmitted symbol at timdV;, V; are Rx and Ev noise, which
are zero-mean Gaussian, independent of each other witlhneass?, and o7, respectively, see
Fig. 1. The channel is stationary and memoryless, solthatand V™ are i.i.d. sequences. We
further assume that? > 0 (unless stated otherwise). A slightly more general caserevhoises

are not Gaussian, will also be considered.

The helper model is as in [30]-[32] but extended to the WTGQirsgt whereby discrete help
T =T(Wm) of raten ™" H(T) < R, < o is available to the Rx and Ev (no further constraints
on the helper functior?’(1W™) are assumed, beyond its rate, unless stated otherwiseghwhi
we term "non-secure Rx help”, so that the Rx and the Ev caimes#i transmitted message
M usingT and their respective received signal§ and Z". This falls into the framework of
cooperative communications or communications with sidermation [29] and models practical
links, which are always rate-limited (albeit the rate carhiggh, as in e.g. optical fiber links). If
no help is available to the Ev, we call it "secure Rx help”. Rt help, the difference between
causal and non-causal help is immaterial, since the Rx waitisé the whole block of lengtn
is received before decoding it.

We use the standard definition of the secrecy capacity asupeemum of all achievable
secrecy rates, subject to the reliability, secrecy and p@oastraints, see e.g. [1]-[4], [8]-[10].
In particular, the (secret) messagé is selected randomly and uniformly frodi, ..., 275},
where R, is a secrecy rate ana is the blocklength. The Tx encoder maps it ilX&d and the
Rx decoder map$™ and the available helf into a message estimafé. The constraints are
as follows:

Reliability constraint the error probabilityP, £ Pr{M # M} < ¢ for anye > 0 and
sufficiently largen.

Weak secrecy constraininformation leakage rate (to the EW), satisfies
Ry 2n ' I(M;Z"T) <6 (5)

for any d > 0 and sufficiently large:; 7" is omitted in the case of secure help.
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Fig. 1. Degraded wiretap channel with a rate-limited HElpt the Rx and Ev (if the help is not secur&).” and V" are i.i.d.
noise sequences independent of each other and,of"; X" = X"(M), T =T(W"), H(T) < nRj.

Average power constraint
1 & )
> E{X7} <P (6)
n
i=1

We further assume that > 0 (otherwise, the capacity is, of course, zero).

The secrecy capacity of this channel with Rx help is estabtisbelow.

Theorem 1. The secrecy capacit¢, of the degraded memoryless WTC (not necessarily Gaus-

sian) with secure or non-secure Rx help of rdtg, as in Fig. 1, is bounded as follows
Cs < Cyo+ Ry, (7)

whereC,, is the secrecy capacity without help. This holds with edqu#lihe noises are Gaussian
and o > 0, for whichCy, = C, — Cy, whereC', C, are the capacities of the Tx-Rx and Tx-Ev

links without help.

Proof. ConverseFor the converse, we do not assume that the noises are @aassl consider
the case of secure Rx help (not available to the Ev); the case of non-secure help wilb¥o
since the availability of help to the Ev cannot increase esgcrrate. The converse is based on

the following chain of inequalities, incorporating the smy and reliability constraints as well
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as functional relationships between various random veesaim the channel model:

nR, = H(M)
= H(M|Z") + I(M; Z") (8)
< H(M|Z") + ne 9)
= H(M|Z") — H(M[Y"T) + H(M|Y™T) + ne (10)
< H(M|Z") — H(M|Y"T) + 2ne (11)
< H(M|Z") — H(M|Y"Z"T) + 2ne (12)
= I(M;Y"T|Z") + 2ne (13)
< I(X™ Y™T|Z") + 2ne (14)
= [(X™ Y™ Z") + [(X™ T|Y"Z") + 2ne (15)
< I(X™; Y™ Z") + H(T) + 2ne (16)
< nlo(X;Y|Z) +nRy + 2ne (17)
= n(Io(X;Y) — I(X; Z) + Ry, + 2¢) (18)
< n(Cso + Ry + 2¢) (29)

where (9) follows from the secrecy constraiff\/; Z™) < ne; (11) follows from Fano inequality
(due to the reliability constrainthf (M |Y"T') < ne; (14) follows from Markov chain\/ — X™ —
YT — Z™; (16) follows from [(X™; T|Y"Z") < H(T); (17) follows from

I(X™ymzr) < ZI(XZ-;Yi\ZZ-) <nly(X;Y1|Z) (20)

=1

where the first inequality holds since the channel is meness/and the second one is due to the
concavity of the mutual information in the input distribrti [8][9]; I, is the mutual information
induced by inputX with the distributionpy(z) = n=' 3", p,,(x), wherep,, (x) is the distribution
of X;; (18) follows from Markov chainX — Y — Z. Thus,

Rs S CSO + Rh + 2¢ (21)

Since this holds for any > 0, it follows that R, < Cyo+ Ry. This establishes the converse with
secure Rx help. Since the presence of help at Ev cannot Bemszcrecy rate, the same upper

bound applies with non-secure Rx help.
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Achievability To prove achievability, we assume that the noises are @aussid combine
the regular (no help) wiretap coding with the no-Ev flash algng in [30]. We consider first
the case of non-secure Rx help (when the same help is awadalthe Rx and Ev), from which
achievability with secure Rx help follows. To this end, réd¢hat the ordinary (no Ev) flash
signaling with Rx help consists of two phases of time-stafB0]:

. Phase 1: no help is used at all for a fractidn-7) of the time, which achieves, with regular
channel coding, a rate arbitrary close to the ordinary cakhoapacityC' for a sufficiently
large blocklength.

. Phase 2: Rx help is used at rdtg/r for a (very small) fractiorr of the time. In this phase,
in addition to regular channel coding, a high-resolutioalac quantization (with 27/7 |
levels) of each noise sample is provided to the Rx, so thath#ip is7 = W™, where
W; = Q(W;) andQ(-) is a scalar quantizer. The Rx subtratis from its received signal
Y; and, after receiving the whole block, decodes it using retareighbour decoding; for
sufficiently large blocklength, this achieves a rate aslily close to

hX) — %1og(27r60‘2,[,) + % = &(1 +0o(1)) (22)

-
whereo(1) — 0 as7 — 0, see [30, eq. (20)]. An alternative Phase 2 strategy, which
maximizes error exponents using a simple lattice code witinitorm scalar quantizer (no

need for i.i.d.-generated codebooks), can be found in [33].

Overall, asT — 0, the rate achieved after two-phase time-sharing is arlytrelose to
(1—7')C+7'Rh/7'(1+0(1))—)C+Rh (23)

which is the channel capacity with Rx help. This also implileat providing high-resolution
help infrequently (“flash signalling”) is optimal.
To accommodate the Ev and the secrecy constraint, we mdagystrategy as follows:
. Phase 1: use the regular WTC coding with no help [1]-[4][81[®] for the fraction(1 — )
of the time; this achieves a secrecy rdte arbitrarily close to the regular WTC secrecy
capacityC,: R, = Cyy — € for any e > 0 and sulfficiently large blocklength.
« Phase 2: for the fractiom of the time, use no WTC coding but ordinary channel coding
under the flash signaling as above.
While it is clear that secrecy is guaranteed during Phaseaalwiretap coding), it is also clear

that secrecy is not guaranteed during Phase 2 (since nawiceiding is used) so it is not clear
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whether secrecy is guaranteed overall (after time sharihg)demonstrate that this is indeed
the case, we show that, during Phase 2, the information deakateR;; to the Ev is uniformly
bounded,

Ry < Ry < o0 (24)

for any 7 and someR,, where R, is independent of- (but whereR;, may depend orr), so

that the overall leakage rate, (after the time sharing) is
Rl:(l—T)Rll—FTngS(1—T>5—|—7’R0—>5 (25)

asT — 0, for anyé > 0 (or, equivalently,R; < 26 for sufficiently smallr, 7 < §/R,), where
R;; < ¢ is the information leakage rate during Phase 1.

To see that indee®;; < Ry < oo uniformly in 7, note the following:

Ry = n~ ' I(My; Z"W™|C) (26)
< n U (My; Z"WPW"C) (27)
= n~'I(My; Z"|W"C) (28)
< n ' I(X™ ZM|WTC) (29)
=n ' I(X™ X"+ WV WC) (30)
= n (X" X" 4V C) (31)
§%10g<1+£)205<00 (32)

where M; is a message sent in PhaseX?! is a codeword (which depends ai,, see Fig. 1),
and the conditioning is on an i.i.d. randomly-generatedebodkC (the codebook generation,
encoding and decoding are as in [30]); (28) follows from peredence of\Z, and W, W™ and
from W, = Q(W;); (29) follows from the Markov chain/, — X™ — Z"WW"; (31) follows from
independence o’ and X™, V™.

Hence, arbitrary low information leakage rate is guarahteter time sharing withr — 0,
which satisfies the secrecy constraint. At the same timeottegall secrecy rate (after time

sharing) is

(1 =7)(Cso—€) +TRy/T(1 +0(1))

— Cyo+ Ry —¢ (33)
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Fig. 2. The degraded WTC of Fig. 1 when the helpeis aware of the message being sentT’ = T' (W™, M).

for anye > 0, as7 — 0, so that the secrecy capacityd§, + Ry, as required.

In the above secrecy analysis, we assume that the help isenates i.e. it is available to
the Ev. Clearly, the secrecy constraint is also satisfietigfhielp is secure, i.e. not available to
the Ev (since the lack of Ev help cannot increase leakagg, ratel an achievable secrecy rate
remains the same. Since the converse also holds for theesBouhelp, the secrecy capacity
also remains the same, regardless whether help is secut#, arenthe secrecy of help does not

increase the secrecy capacity. O

It is worthwhile to note that flash signaling with Rx help pides here the same boost in the
secrecy capacity as in the regular (no Ev) channel capacifgd], i.e. the+R;, boost comes
with secrecy for free in the degraded Gaussian WTC. If thse®iare not Gaussian, then the
rate boost is upper bounded B, (it remains to be seen whether it is actually equak}g.

SinceC in Theorem 1 is the same for secure and non-secure helphéeseicrecy of help
does not bring in any capacity advantage, it also appliekaaase of partially-secure help, i.e.
when the Ev has access to a partiof

Surprisingly, even if the helped is aware of the messagll being transmitted, i.el’ =

T(Wm™, M) as in Fig. 2, the secrecy capacity is not affected and Thedrestill holds.

Proposition 1. Consider the degraded WTC with Rx help as in Theorem 1 antiéetélperH
be aware of the message being transmitted,f.e= T'(W", M) as in Fig. 2. Then, Theorem 1
still holds.
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Proof. It is sufficient to show that the same converse still holds &chievability, the helper can
always ignore the message). To this end, note that (9) - {IBhsld since the independence

of T"and M plays no role there so that

nRy < I(M;Y"T|Z"™) + 2ne

< I(X"M;Y"T|Z") + 2ne (34)
= I(X"M;Y"|Z") + I(X"M;T|Y"Z") + 2ne (35)
< I(X"M;Y"|Z") 4+ H(T) + 2ne (36)
— I(X™;Y"|Z") + H(T) + 2ne (37)
< n(Cyo + Rp + 2¢) (38)

where (37) is due td(M;Y"|X"Z") = 0, i.e., the independence @ff andY™ given X" and
Z™;, (38) follows from (17)-(19). O

For the degraded Gaussian WTC with non-secure Rx help, ttree capacity is zero if
o =0, since the Ev has access to the same information as the Risicabe, so no secrecy
is possible. This implies that',(¢?) is a discontinuous function at> = 0 for non-secure help

with any R;, > 0:

lim Cy(0%) = Ry, > 0, (39)

o2 -0+
while C,(0) = 0 (the help becomes useless in this case). This is in starkasirtb the no-help
case where&’y(oi) is a continuous function for every?, including o7 = 0, so that the help
becomes especially important whep approaches 0, i.e., when the Tx-Ev link SNR approaches
that of the Tx-Rx link.

Ill. REVERSELY-DEGRADED WTC WITH RX HELP

Let us now consider the reversely-degraded case of theapirgtannel as in Fig. 3:
Zi=Xi+Vy, Yi = Z; + AW, (40)

where AW; is an extra Rx noise, independent of the Ev ndiseso that the sequencés’ and
AW™ are i.i.d and independent of each other. Note that the tatahdtse isW, = V; + AW,

and its variance is

o = 0% + oy > 0v > 0 (41)
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M
Rx E—

Fig. 3. Reversely-degraded wiretap channel with a raté&duinRx help?’. AW™ andV™ are i.i.d. noise sequences independent
of each other and oM, X™; X" = X"(M), T =T(W"), H(T) < nRp.

We exclude the trivial case?. = 0, for which the secrecy capacity is zero. It is well-knownttha
without help, the secrecy capacity of this channel is zétg,= 0. However, the availability of

Rx help, whether or not securely, changes the situation aliaaily.

Theorem 2. The secrecy capacity, of the reversely-degraded WTC in Fig. 3 (not necessarily

Gaussian) with secure or non-secure Rx help of r&teis bounded as follows
Cs S Rh (42)
This holds with equality if the noises are Gaussian addo3,, > 0; if 02, = 0, thenCy = R,

if the help is secure and’; = 0 otherwise.

Proof. Converseto prove the converse, we do not assume that the noises arssi@awand

consider the case of secure Rx help (i.e. no Ev help). The alasen-secure help will follow,

since the availability of help to the Ev cannot increase therecy rate. The proof follows the
steps similar to those in Theorem 1. In particular, we olesehat (9)-(16) still hold for the

reversely-degraded channel (since channel degradedlagssnow role there), so that

nR, < I(X™Y"|Z") + H(T) + 2ne (43)
< n(Ryp, + 2¢), (44)

where the last inequality is due {1 X™; Y"|Z™) = 0, which in turn follows from Markov chain
X" —Z"—-Y" Thus,R, < Ry, + ¢ for anye > 0 and thereforeR, < R},, as required.
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Achievability:to prove achievability, we assume that the noises are Gaussid consider the
case of non-secure Rx help (when the same help is also aeaitathe Ev); the case of secure
help will follow since the absence of help to the Ev cannotrease leakage rate and hence
cannot decrease secrecy rate.

To this end, we use the same two-phase flash signaling as ior@iinel except that nothing
is transmitted in Phase 1 and the whole message is trandnmtt®hase 2 (without wiretap
coding). To show that this provides an arbitrary-low leakagte after time-sharing (which is
equivalent to burst signaling of durationin this case), we show that the Phase 2 leakage rate

R is uniformly bounded inr (as before). To this end, we observe that

Ry = n~I(My; Z"W"|C) (45)
< n ' (My; Z"W"W™|C) (46)
= n " I (My; ZM|WTC) (47)
< n (X" ZMWC) (48)
=n (X" X"+ VMV + AW C) (49)
= n~ Y (WX 4+ V[V 4 AW, C) (50)

— h(V X", V" + AW™ ()

<n HA(X™M+ V™) = RV V™ + AWT) (51)
1 P 1 2

§—10g(1+—2)+—10g(1+ Zv><oo (52)
2 oy 2 OAw

where we assumed thaf;;; > 0; (45)-(48) hold due to the same reasons as in the proof of
Theorem 1; (51) holds since (i) conditioning cannot inceetee entropy and (i), AW™ are
independent ofX™,C; (52) holds since (i) the entropy is maximized by Gaussiastrithution

and

h(VP[V™ + AW™)

=h(V", V" + AW™) — h(V" + AW™) (53)

= h(V") + h(AW™) — h(V" + AW™) (54)
2

-0 log Iv 4+ log(2meoay) (55)

2 Col+oiy 2
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where (54) is due to the independence & ™ and V". Thus, the total leakage rate (after

time-sharing) is

Rl:(1—7)0+TRl2 (56)
P 2
gzlog<1+—2)+zlog(1+ Zv)—>0 (57)
2 oy 2 OAw

whent — 0, as required (notice that the conditiei;, > 0 is essential here, as,, = 0
results in zero secrecy capacity for non-secure help). Tkeadl secrecy rate (after time-sharing)
is

Ri=(1—-7)0+7Ry/7(1 4+ 0(1)) — Ry (58)

whent — 0.

Let us now consider the case of,, = 0, which impliesY" = Z". If the help is not
secure, the same information is available to the Ev and Rxhemde no positive secrecy rate
is achievable(”; = 0. However, if the help is secure, then the Rx has an extranmdton not
available to the Ev. It is not difficult to see that the abovewase still holds ifo%;, = 0. To
prove achievability, we use the same signaling as above lao that the leakage ratg,, of

Phase 2 is uniformly bounded:

Ry = n~tI(My; Z°|C) (59)
<n (X" Z"C) (60)
<n~ (h(Z") = h(V")) (61)
g%log<1+£)202<oo (62)

Thus, secrecy is guaranteed after time-sharing with- 0 and the achieved secrecy rate is as
in (58). O

It may feel counter-intuitive tha€’;, = R; > 0 for the reversely-degraded Gaussian WTC,
even if the help is not secure, i.e. also available to the Eees in this case, the Ev is getting
more information than the Rx. However, one should also nud even though the Ev has the
right (public) "key” T' = W™, it does not have the right "lock?¥" to which this key applies
and hence it cannot "unlock” it (i.e., cancel its own noiag)like the legitimate Rx.

A related surprising observation follows from Theorem 2:thwe case of non-secure help,

Cy =01if o = o? (i.e. oky = 0) but C, = R, > 0 if 03 > of, so that more noise at the
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legitimate Rx is actually better for secrecy in this caseisTi® due to the fact that the extra Rx
noise AW; # 0 makes it impossible for the Ev to cancel its own noise using-secure help
W™ in the same way the Rx does (singg# W, in this case). However, iNW; = 0, then the
Ev can do noise cancellation in the same way the Rx does, whalits inC; = 0 and renders
the help useless. This also implies tifat o) is a discontinuous function at}, = o2.

To summarize, the secrecy capadity of the degraded or reversely degraded Gaussian wiretap

channel with Rx help of raté;, (secure or not) is given by
Cs=Cy+ Ry, (63)

if either o3, # o or else the help is secure, where, of coursg,= 0 for the reversely-degraded
case. Thus, not only the secrecy capacity is booste®pyor the degraded case, but also the
secrecy capacity is positive for the reversely-degradeg,cahere it is zero without help, and
this positive secrecy capacity is achievable by burst dligigavithout any wiretap coding at all.
Similarly to the degraded WTC, Theorem 2 still holds everh# helperH is aware of the
messagée\/ being transmitted]/” = T'(W™, M), so that there is no boost in the secrecy capacity

due to the message being available to the helper.

Proposition 2. Consider the reversely-degraded WTC with Rx help as in EBmed and let the
helperH be aware of the message being transmitted,fi.e: T'(W™, M). Then, Theorem 2 still
holds.

Proof. The converse follows since (43), (44) still hold fér= T'(W™, M). The achievability

holds since the helper can always ignore the message. O

IV. NON-DEGRADED WTC WITH RX HELP

Let us now consider the case where the channel is neitheadedmor reversely-degraded,

as in Fig. 4:

Zi=X;+V, Yi=X; + W, (64)
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M
Rx —

Fig. 4. Non-degraded Gaussian wiretap channel with a naitged Rx helpT’; noise sequencdd™ and V™ are i.i.d. Gaussian
(but possibly correlated with each other) and independeM 0X"; o3, 0% > 0; X" = X" (M), T = T(W"), H(T) < nRp.

where the noise sequencE8 andW" are i.i.d Gaussian but possibly correlated with each other

and the covariance matrix ¢fV;, V) is
RWV = E<WZ7 %)(Wlu ‘/Z>/

_ U%V rowoy (65)
rowoy 0‘2/
wherer is the normalized correlation coefficient] < 1, and (-)’ means transposition. This
correlation may be due to e.g. an external user’s signah@ets the noise affecting the Rx and
Ev. We further assume that its covariance matrix is not dargue. the determinanRy; /| # 0,
which is equivalent tdr| < 1. If » = 0, thenV™ andW" are independent of each other.

It is well-known that, without help, this case can be equandlly reduced to either degraded or
reversely-degraded case, since the Rx and Ev performapeade on the marginal distributions
of W™ and V'™, respectively, not on their joint distribution [1]. Whil&is is still true for secure
Rx help (no Ev help), it is no longer true for non-secure hatge Ev performance now depends
on bothV™ and W™. Thus, the secrecy capacity of this channel can potentiaaffected by
correlation and does not follow from that of the degradedewersely-degraded one. Yet, we

show below that it is stillCy, + Ry, irrespective of- (as long agr| < 1).

Theorem 3. Consider the non-degraded Gaussian WTC as in Fig. 4 witth inioise sequences

correlated with each other as i(65) and with secure or non-secure Rx help of rdtg; let
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o2, 0%, P > 0. Its secrecy capacity; is
CS - C(sO + Rh (66)
for any |r| < 1.

Proof. Conversewe consider first the case of secure Rx help (no Ev help). N@E tn this
case, Ev's performance depends Wdh only, not onW"; likewise, Rx’s performance depends
on W™ only, not onV™. Hence, this channel can now be equivalently reduced toadegr
or reversely-degraded case, for which the converse have é&ablished in Theorem 1 or 2,
respectively, so thaRz, < C,, + R,. This argument does not apply for non-secure Rx help.
However, since the availability of help to Ev cannot inceedise secrecy rate, the same upper
bound still holds. This establishes the converse for nageRx help as well.

Achievability: Likewise, we can argue that, in the case of secure Rx helpathesvability
result of Theorem 1 or 2 apply. However, it is no longer theedas non-secure help. Furthermore,
the achievability under secure help does not imply the aabiéity under non-secure help. To
establish the latter, we use the signaling strategy of Tévaat if o, < of and of Theorem 2
otherwise. Note that no help is used in Phase 1 and hencayitalkng rate, as well a€',,, are
not affected by the correlation af” and W™ and therefore the respective results of Theorem
1 and 2 apply. Phase 2 rate in (22) is not affected by the atioel either since it depends on
W™ only (not onV"). To show that secrecy is guaranteed after the two-phase gimaring, we

show that the leakage rafe, of Phase 2 is uniformly bounded for any

Ry = n~ I (My; Z"W"|C) (67)
< n I (My; Z"W™|C) (68)
<n (X" ZMWT) (69)
< Io(X; ZW) (70)
= WX +V,W) = h(V,W) (71)
< WX + V) +h(W) = h(V, W) (72)
g%log <1+£) —%log(l—r2)2R0<oo (73)
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where (69) follows from Markov chaifC, M,) — X" — (Z™, W™); (70) holds since the channel

is memoryless; (73) is due to

h(X+V) < % log (2me(P + o7/)) (74)
W, V) = %IOg ((2me)’| Rwv|)
~ Liog (re)tofot (1 - 1) 75)

Thus, the overall leakage rate after two-phase time shasiagpitrarily low, as in (25), and the
secrecy rate in (33) is indeed achievable, as required.
0]

Note that, ifo3, > o, thenCy = 0 andC, = Ry, i.e. if the Tx-Rx channel is weaker than the
Tx-Ev channel, the secrecy capacity with Rx help is stillipes (if £, > 0) and independent
of r (as long agr| < 1), even if the help is not secure. This also holdsf = o7, unlike the
case of the reversely-degraded channel, witére- 0 if o3, = o7 and the help is not secure.
This is due toW™ # V™ in the non-degraded channel (with non-singular corretatiwhich
makes the public "key’T’ = W™ useful to the Rx only, but not to the Ev.

Similarly to the degraded and reversely-degraded WTCsséme secrecy capacity results

even if the helper is aware of the message being transmitted 7’ (W™, M).

V. THE DEGRADEDWTC WITH TX HELP

Let us now consider the setting of Fig. 5 and extend Theorem the scenario where rate-
limited help is available to the Tx, in addition to or insteafithe Rx help. Unlike the Rx
help case where the causality of help is immaterial (sineeRk starts decoding after the whole
block of lengthn is received), it becomes important for the Tx help settingud, we distinguish
between causal Tx help, whereby at timéhe Tx help is based on the Rx noise sequence up
to time 4, and non-causal Tx help, whereby the Tx help at time 1 (the very beginning of
the transmission) is based on the whole noise sequBritelnterestingly, the causality of Tx
help has no impact on the secrecy capacity (this mimics thgective property of the no-Ev/no-

secrecy channel capacity with Tx help in [31]).
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-

Rx

?
yn +L n Ev s

Fig. 5. Degraded wiretap channel with a rate-limited h&lpat the Tx, Rx and EvT is not available to the Ev if the
help is secure)lW™ and V" are i.i.d. noise sequences? > 0; V" is independent o¥/", X", M; X" = X" (M,T),
T=TW"), HT) <nRy.

Theorem 4. Consider the degraded Gaussian WTC in Fig. 5 with causal ar-ceusal Tx
help of rate R;, secure or non-secure, in addition to or instead of the sameéh&lp, and let

o, P > 0. Its secrecy capacity’, satisfies
Cs > Cso+ Ry (76)
whereC'y, is the secrecy capacity without help. This holds with edqualithe help is not secure.

Proof. We consider the case of non-secure help, from which the chseanre help follows
(since the availability of help to the Ev cannot increase s$berecy rate). The achievability
is based on the two-phase flash signaling as in Theorem 1,neie pre-cancellation at the
Tx (a.k.a. dirty-paper coding, as in [31]) in Phase 2. Theveose is based on the functional
relationship between the involved random variables as agethe secrecy constraint, in addition
to the reliability and power constraints.

Converse we prove the converse when the same non-causal non-seelpr& hs available
to all ends, i.e. the Tx, Rx and Ev as in Fig. 5. Clearly, the samnverse will hold if no Rx
help is available or if the help is causal. Using the appedpriMarkov chain and functional

relationships between the random variables, in additiahécssecrecy and reliability constraints,
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note the following:

nRy = H(M) (77)
< H(M|Z"T) + ne (78)
= [(M; Y™ Z"T) + H(M|Y"Z"T) + ne (79)
< I(M;Y"™|Z"T) + 2ne (80)
< I(X™ Y™ Z"T) + 2ne (81)
= (X" Y"T) — I(X"; Z"|T) + 2ne (82)
= h(Y"|T) — h(Y™|X"T) — [M(Z"|T) — h(Z"|X"T)] + 2ne (83)
= h(W"™ + V™T) — h(W™|T) + h(Y"™|T) — h(Z"|T) + 2ne (84)
< g log(2me(ot + o3y)) + I(W™; T) — h(W"™) + h(Y™|T) — h(Z™T) + 2ne  (85)
- g log % + H(T) + h(Y"™|T) — h(Z"|T) + 2ne (86)
<nRy + glog U‘Z/;:Z}VU%/ U%VU%;%Z P + 2ne (87)
:nRh+glog (1+%) —glog <1+ﬁ)+2ne (88)
= n(Ry, + Cyo + 2€) (89)

where (78) follows from the secrecy constraintV/; Z"T) < ne; (80) follows from Fano
inequality (due to the reliability constrainfy (M |Y"Z"T) = H(M|Y™T) < ne; (81) and (82)
follow from Markov chainM — X™ —Y™— Z™ conditional onT’; (84) is due to the independence
of X™ and (W™, V") conditional onT’; (85) follows since conditioning cannot increase entropy;
(86) is due tol (W;T) = H(T); (87) follows from Lemma 1 below. Since (89) holds for any
e > 0, it follows thatC, < Cyy + Ry, as desired. Clearly, the same inequality holdg'ifs not

available to the Rx.

Lemma 1. The following inequality holds in the considered setting:

n ok + P
Ah = h(Y"|T) - h(Z"T) < = log ¥ ———
(V") = W(Z"T) < Slog (90)
Proof. It has been proved in [31, eq. (46)] that
R(Y™T) < glog(QWe(Ugv + P)) (91)
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(the proof is not trivial sinceX™ and W are not independent, due to help = T(W")). To
boundh(Z™|T') likewise, note that
hZ"T) = ZpT (Y™ + VT = t) (92)

wherepr(t) is the distribution ofl’. Using the entropy power inequality

2%h(Yﬂ+vn|T:t) > 2%h(Y”\T:t) + 2%h(vn|T:t) (93)
it follows that
hY" + VT =t) > g log(22M"IT=1 4 97re02) (94)
and hence
h(Z"T) > glog (2%thT(t)h(Y"‘T:t) + 271‘60‘%) (95)
= glog (2%h(ynm + 27reo"2/>

where the inequality is due to the convexity of the log-swp-&inction [37, p. 72]. Finally,

Ah < h(Y"|T) — 51og (2n ) 4 27reav) (96)
< gl g(2me(ol, + P)) — glog (21°g(2”8(05V+P)) + 27rea‘2/) (97)
n o, + P
— log — W~ ~
9 8 od, + ot + P (98)

as required, where the inequality is due to (91) gitd) = = — log(2* + ¢) being an increasing

function of x for any ¢ > 0. O

Achievability We consider the case of causal help being available to thantixEv but not
to the Rx. This will also establish achievability when thensahelp is also available to the
Rx or/and when Tx help is non-causal (since adding Rx helpeproving causality constraint
cannot decrease achievable rates). Similarly to Theoreme Lise a two-phase signalling, where
Phase 1 of duratiofil — 7) makes use of no-help regular wiretap coding and thus achitnee
secrecy rate’,, — ¢ for any e > 0. Phase 2 of duratiom is the same as in [31], which makes
use of regular (no-wiretap) coding and pre-substractiothefscalar-quantized noise (available

via the rate-limited help link) at the Tx, as shown in Fig. 6:
Y= X, = Wi+ W,

Zi =Y +V; (99)
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T=W"
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| wn
Tx wn
M, ! Xn S xn Yr | M,
—> Enc — ) + : Rx |——
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Fig. 6. Phase 2 signalling for the degraded WTC: the causplfiés a scalar-quantized noi$&™ , W; = Q(W;), pre-subtracted

at the Tx; X™ = X"(My) is a codeword from i.i.d.-generated codebook, as in [31].

where X™ = X"(Ms;) using i.i.d.-generated codebodk T = W™ is a scalar-quantized noise,
W; = Q(W;), where the quantizer usds = |2%+/7| levels for each sample, which require
the average rate log(L) < R;, to be transmitted over the help lihkFor further use, note
that V* L (W, W™ X" M,) and (W",W") L (V" X" M,), where L means statistical

independence, so that the following Markov chains hold:
(My,C) = X" — Y™ — Z" (M, C) — X" — (Z", W™, W™) (100)
Following [31, eq. (24)], this Phase 2 signalling achieves tate arbitrary close to

T Slog (27 4 aw P - 2L+ o(1)]) = A4 o(1)] (101

whereay, = 2(7v/30%,)"! ando(1) — 0 as asr — 0. Thus, the overall two-phase signalling

rate (after time sharing) is
(1—T)(CSO—E)+TRh/T(1+O(1))—>Cso+Rh—€ (102)

for anye > 0, as7 — 0.

It remains to show that this rate is indeed secure, i.e. tfermation leakage rate to the Ev
is arbitrary small. This is clearly the case in Phase 1 siegelar wiretap coding is used in this
phase so that its leakage ratedg = n~'I(M;; Z™) < ¢ for anyd > 0 and sufficiently-large.

3An alternative Phase 2 strategy using a simple lattice cditle avuniform scalar quantizer is proposed in [33].
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To see that secrecy is guaranteed after two-phase timengh@ven though no wiretap coding

is used in Phase 2), we show that Phase 2 leakage rate ismlyifoounded for anyr:

Ry = n~ ' I(Msy; Z"W™(C) (103)
< n (X" Z"W"|C) (104)
< n (X" Z"WT) (105)
<n (X" Z"WT) (106)
< Io(X; ZW) (107)
= I(X; X +V) (108)
S%log <1+£) =y <0 (109)

where (104) is due to Markov chaill, — X™ — Z"WW™; (105) is due to Markov chaiff — X" —
Z"W™; (106) is due tol™ = Q(W™); (107) holds since the channel is memoryleksis the
mutual information induced by inpuX’ with the distributionpy(z) = n=' >, p,, ().

Thus, the overall leakage rate after two-phase time shasing
R=1-7Ryu+7Rp<(1—-7)0+7Cy =06 (110)
astT — 0, for anyd > 0, as required. O

Note that the availability of the Rx help, in addition to th& Telp, does not increase the
secrecy capacity (provided the hélpis the same in both cases) so that one link can be omitted
without affecting the capacity.

Similarly to the Rx help case, 2 = 0 and the Tx (or joint TX/Rx) help is not secure, then
the secrecy capacity is zero, since the Ev has access tdyettaeisame information as the Rx

so that no secrecy is possible, i@,(c?) is a discontinuous function at? = 0:

lim Cy(o%) =Ry, >0 (111)

2
oy, =0T

while C,(0) = 0.

VI. THE REVERSELY-DEGRADED WTC WITH TX HELP

Let us consider the reversely-degraded Gaussian WTC, ag.irY Fwith Tx help, in addition

to or instead of the Rx helpl{is not available to the Ev if help is secure). While its segrec
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M
+ Rx —

Fig. 7. Reversely-degraded wiretap channel with a ratédiinhelp7" at the Tx, Rx and EVAW™ and V" are i.i.d. noise
sequencesg?, oy > 0; V™, AW™ and M are independent of each othéf™ = X" (M, T), T=T(W™), H(T) < nRy.

capacity is zero without help, this is not the case when helprésent, even if it is not secure,

as the following Theorem shows.

Theorem 5. Consider the reversely-degraded Gaussian WTC with causab-causal Tx help
of rate Ry, secure or not, in addition to or instead of the same Rx hedpinaFig. 7, and let

o, oiw, P > 0. Its secrecy capacity’, satisfies
and this holds with equality if the help is not secure.

Proof. It is sufficient to consider the case of non-secure help dineease of secure one follows
from it.

Conversewe prove the converse when the same (non-secure non-caedall’ is available
to all ends, i.e. the Tx, Rx and Ev as in Fig. 7. Clearly, the esaranverse will hold if no

Rx help is available or if the help is causal. First, note t{¥at)-(81) still hold, since channel
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degradedness plays no role there. Therefore,

nR, = H(M)
< I(X™Y"|Z"T) + 2ne (113)
= [(X™ X"+ V™ + AW X" + V™, T) + 2ne (114)
= I(V"; AW"|X™ + V", T) + 2ne (115)
— WAW"| X" + V™, T) — h(AW"| X", V", T) + 2ne (116)
< W(AW™|T) — h(AW™ V"™, T) + 2ne (117)
< W(AW™|T) — W(AW™) + H(T) + 2ne (118)
< H(T) + 2ne (119)

where (117) follows from Markov chaiX™ — 7' — (V™ AW™) (i.e., conditional independence

of X™ and (V™, AW™) givenT) and since conditioning cannot increase the entropy; (148)

due to
WAW™ V™ T) > h(AW") — H(T) (120)
which in turn follows from
I(AW™, T|V") = h(AW™|V™) — h(AW™|V", T) (121)
= h(AW™) — h(AW™|V", T) (122)
< H(T) (123)

where (122) is due to the independencedfi’™ and V™. Since (119) holds for any > 0, it
follows that R, < n~'H(T) = Ry, as required.

Achievability We consider the case where causal HElp- 1" is a scalar-quantized noise,
W, = Q(W;), available to the Tx and Ev but not to the Rx. Two-phase trassion is used
again, where nothing is transmitted in Phase 1 and regutanvretap coding) flash signalling
is used in Phase 2, where the latter achieves the rate asih ¢bthat, after time sharing, the

achieved rate is arbitrary close to

Ro= 201 1 o(1)) > Ry (124)

T
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Fig. 8. Phase 2 signalling for the reversely-degraded WH€causal held® = W™ is a scalar-quantized nois#/; = Q(Wy),
pre-subtracted at the TX¥™ = X" (M>) is a codeword from i.i.d.-generated codebook.

asT — 0. To see that this rate is indeed secure after the time-ghdrie., the information

leakage rate is arbitrary-low), we show that the Phase Zafgakate is uniformly bounded:

Ry = n~'I(My; Z"W"|C) (125)
< n (X" Z"W"C) (126)
<n (X" Z"WT) (127)
= n U (X" W) 4+ 0T (X 20 W) (128)
= U(X" X - W+ VW) (129)
= nLh(XT + VW) — n TRV, X (130)
<n T (X + V™) — 0T (V) (131)
§%log(1—l—£)+%log(l+;j/v):C§<oo (132)

where (126) is due to Markov chaill, — X™ — Z"W™; (127) is due to Markov chaiff — X" —
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Z"W™; (129) and (131) are due to the independencé&®fand (V", W"); (132) follows from

h(X™ + V") < g log(2me(P + 02)), (133)
RV |W™) > h(V"[W™) (134)
= (V™) — h(W™) + R(AW™) (135)

— glog(maa) - glog(zm(agw + o))+ glog(magw) (136)

Thus, after time-sharing, which is equivalent here to Pl2asaly signaling, the leakage rate is
RZITRQSTCQ%O (137)
whenr — 0, as required. O

We remark that, as in the reversely-degraded WTC with Rx,pwiretap coding is needed
here to achieve its secrecy capacity if the help is not se@urest signalling alone (with regular
coding) is sufficient and arbitrarily low leakage rate canawhieved by reducing signaling
interval 7. The presence of helff” at the Rx, in addition to the Tx, does not increase the
capacity. Even though the help is not secure, it still bosgysificantly the secrecy capacity,
which is zero without help. This is so since the hélserves here as a public key: even though
this key is available to the Ev, it cannot make use of it sinadoes not have the right "lock”.

Similarly to the reversely-degraded WTC with Rx hefp, = 0 if 0%, = 0 and help is not
secure (since the Ev receives the same information as th® fhasno secrecy is possible) and

thereforeC, (0% ) is discontinuous at3,, = 0:
Cy(oaw) =Ry >0V oy >0 (138)

while C(0) = 0, for any R;, > 0, i.e. more noise at the Rx{,;,, > 0) is better for the secrecy

capacity of this channel.

VIlI. THE NON-DEGRADED WTC WITH TX HELP

Let us now consider the non-degraded Gaussian wiretap ehaterelV™ andV™ are i.i.d.
noise sequences, possibly correlated with each other &5)n gee Fig. 9 (if help is securg,
is not available to the Ev). Similarly to the case of Rx helps tthannel cannot be equivalently
reduced to degraded or reversely-degraded case when hpipsent (even if it is secure). Its

secrecy capacity is characterized below.
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Fig. 9. Non-degraded wiretap channel with a rate-limitelp I¥e at the Tx, Rx and EVIV"™ and V™ are i.i.d. noise sequences
(possibly correlated with each other) independentMf ¢3,,0% > 0; X" = X"(M,T), T = T(W™), H(T) < nRy;

conditional onT', X" is independent of¥/ ™, V",

Proposition 3. Consider the non-degraded Gaussian WTC channel with sesmuren-secure
Tx help of rateR;, causal or non-causal, in addition to or instead of the samehBIp, as in
Fig. 9, where the noise sequendés and V" are i.i.d. but possibly correlated with each other

as in (65) and 0%, 0%, P > 0. Its secrecy capacity can be lower bounded as follows:
Cs 2 CSO + Rh (139)

for any |r| < 1.

Proof. To show the achievability of’y, + R;,, we use the same two-phase signalling as in
Theorem 4, where Phase 1 makes use of the standard wiretgs eodl no help and thus
achieves the secrecy rate arbitrary clos€1g. Note thatC', is not affected by the correlation
since it depends on the marginal distributiond®f and V™, not on the joint one, so that Phase
1 secrecy rate is not affected either. Likewise, Phase 2 snake of standard (not wiretap)
codes and pre-subtracts quantized noise at the Tx, as if6Fand achieves the rate as in (101)
(regardless of the correlation), so that, after the timaisbathe rate is as in (102). To show
that this rate is indeed secure, we show that Phase 2 leaktges runiformly bounded for any

7. To this end, note that (104)-(107) still hold since charthejradedness or noise correlation
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Fig. 10. Phase 2 signalling for the non-degraded WTC?* = Q(W™) is scalar-quantized noise, pre-subtracted at the Tx;

X" = X"™(M-) is a codeword from i.i.d.-generated codebook.

play no role there so that

Ris < Io(X; ZW) (140)

=I(X; X +V,IV) (141)
<h(X+V)+hW)—hV,W) (142)
§%10g<1+£)—%10g(1—r2):(]2<oo (143)

where (142) holds sinc&’ is independent ofV, V; (143) holds since
MX +V) < % log (2me(P + o)) (144)
AW, V) = 3 Jog ((2me)’| Ruwv )
_ %bg (2me)0202 (1 — 1)) (145)

Therefore, the overall leakage rate after the two-phase sinaring is arbitrary small as in (110),

as required, and the achieved rate in (102) is indeed secure. O

Thus, the Tx help of rat&),, secure or non-secure, causal or non-causal, brings iretirecy
capacity boost of at leask,, in this configuration, regardless of the correlation (asgl@s

Ir| < 1). It is an open question whethér, = Cyo + Ry,.
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Fig. 11. Degraded wiretap channel with independent hekslio the Tx and Rx of rat&k,; and Rz, respectively; the total
help T = (T1,Tz) is available to the Ev (if help is not securd)/™ and V™ are i.i.d. noise sequence®, o > 0; V" is
independent oW "™, X" M; X" = X"(M,Th), T =T(W™"), H(Tx) < nRhus.

VIIl. | NDEPENDENT TX/RX HELP LINKS

In the preceding sections, we have considered the scenen@® the same help was available
at the Tx and Rx and have shown that the presence of Tx helpditi@dto the same Rx help
(or vice versa) has no impact on the secrecy capacity anéftrerone link can be removed
without affecting the capacity.

One may wonder whether this still holds if help links are r#ritical. Therefore, we consider
the scenario whereby independent help links are availaltleet Tx and Rx of ratéz,; and R,
respectively. The total helff’ is compositel’ = (73, T3), whereT; is available to the Tx and
T, - to the Rx while the whole helff” is available to the Ev (in the case of non-secure help);
Ty, T, are independent of each other (e.g. based on different paitse i.i.d. noise sequence
Wm™) and H(Ty) < nRp, k=1,2, so that

H(T)=H(Ty)+ H(T3) < Rp1 + Rn2 = Ry, (146)

We consider first the degraded WTC as in Fig. 11.

Theorem 6. Consider the degraded Gaussian WTC with causal or non-dabselp of rate
Ry, and Rx help of ratek,, independent of each other (secure or not) as in Fig. 11, and le

o, P > 0. Its secrecy capacity’, satisfies

Cs > Cs0+ Rp1 + Ry (147)
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whereCy is the secrecy capacity without help. This holds with equafihelp is not secure.

Proof. To prove achievability, we use three-phase signalling domg Rx and Tx help in
independent phases:
1) Phase 1 of duratiofil — 7, — 7»): the standard wiretap coding is used without any help,
as in Theorems 1, 4.
2) Phase 2 of duration;: the same as for the Tx help in Theorem 4 (flash signalling with
Tx help and regular coding); no Rx help is used in this phase.
3) Phase 3 of duratiom,: the same as for the Rx help in Theorem 1 (flash signalling with
Rx help and regular coding); no Tx help is used in this phase.
Clearly, a secrecy rate arbitrary closedq, is achievable in Phase 1, as before. Likewise,
based on Theorems 1 and 4, secrecy rates arbitrary clddg te; (1+o0(1)) and Rz /7 (1+0(1))
are achievable in Phases 2 and 3, and, after three-phaseshianeg, a secrecy rate arbitrary

close to
(1 — T — 7‘2)050 + (Rhl + Rhg)(l + 0(1)) — CSO + Rhl + Rhg (148)

is achievable as;, » — 0.
Converse a key observation here is that the converse of Theorem Uhsiitls with T" =
(T1,T3). Indeed, (77) - (89) do hold, where (80) holds since

H(M|Y"Z"T) < H(M|Y"T) < ne (149)

(87) holds since Lemma 1 still holds, due to
h(Y™|T) < h(Y"|T}) < glog(zwe(asv +P)) (150)
where the last inequality is due to (91), and since (92) - (8hold withT = (71,7,). O

Note that if Tx/Rx help links are independent of each othiee, $ecrecy capacity boost is
their combined rate?;,; + Ry, unlike the case of identical Tx/Rx help where the boost & ju
an individual help rate, as in Theorem 4, and one of the twp heks can be removed without
any effect on the capacity.

Next, we consider the reversely-degraded channel withpiexéent help links as in Fig. 12,

whereT; andT; are independent of each other.

September 15, 2022 DRAFT



34

M xn n ?
—> Tx Q z Ev —>
|74k 7
T, E T

M
+) RC |

Fig. 12. Reversely-degraded wiretap channel with indegentelp links to the Tx and Rx of ratg,; and Ry, respectively;
the total helpT’ = (71, 7%) is available to the Ev (if help is not securdy/W™ and V" are i.i.d. noise sequences independent
of each otherpZy, 0%, P > 0; X" = X"(M,T1), T = T(W™), H(Tx) < nRpy.

Theorem 7. Consider the reversely-degraded Gaussian WTC with indigrgncausal or non-

causal help links as in Fig. 12, and lef,, o2, P > 0. Its secrecy capacity’, satisfies
Cs > Rp1 + Rpo (151)

This holds with equality if the help is not secure.

Proof. The achievability makes use of the three-phase signaling akeorem 6 where nothing
is transmitted in Phase 1. The converse is established bgnaobg that (113)-(123) still hold

For the non-degraded channel with independent Tx/Rx heks Jiit can be shown, in a similar
way, that Proposition 3 still holds witlR;, = Rj,1 + Rpo.

Thus, in all considered configurations, the independenRXxhelp links provide additive
boost R, + Ry In secrecy rates, unlike the same help links whereby onedark be omitted
without affecting the capacity. This mimics the respectweperty of the no-Ev channel with
independent help links in [32].

Finally, one may envision the case of composite h&lp= (7},7:) where T}, 7, are not

independent of each other but are not identical either (wiriay be due to e.g. certain limitations
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in the system architecture). In this case and if the help tsseoure, it is not difficult to see
that Theorems 6 and 7 still hold with

Cyo + max{Rhl, Rhg} <C, < U4+ Ry, (152)

where Cy, = 0 for the latter, andH (T') < nR;, so that the boost in the secrecy capacity is at
leastmax{ Ry, Ry} (and this lower bound is achievable with one help link only)emains

to be seen whether the upper bound is achieved with equiaditywhether the boost is actually
Ry, > max{Rp1, Rn2}.

IX. CONCLUSION

The SISO Gaussian wiretap channel with rate-limited helhateceiver (decoder) or/and the
transmitter (encoder) was studied and its secrecy caphesgybeen established under various
channel configurations (degraded, reversely degraded anddegraded) for secure and non-
secure help. In all considered cases but one, the rateetinhielp results in the secrecy capacity
boost (compared to the standard "no help” case) equal todherhate, so that positive secrecy
rate is achievable even for reversely-degraded channelerthe secrecy capacity is zero without
help. Surprisingly, secure Rx help does not result in higtegracity compared to non-secure
one and more noise at the legitimate receiver can sometimd&®ieficial for secrecy capacity.
When Tx and Rx help links are identical (carry the same helpy,one can be removed without
affecting the capacity. However, when the help links areepehdent, the boost in secrecy
capacity equals to the sum of help rates and no one link cannbed without loss in the
capacity. Non-singular Rx and Ev noise correlation has naeichon the secrecy capacity. In the
case of Rx help, secure or non-secure, the secrecy capadikyt increased even if the helper
is aware of the message being transmitted. In the case ofexumre Tx help, non-causal help
does not bring in any increase in the secrecy capacity oeecdlisal one. Comparing the above
results to those for the no-Ev channel with help in [30]-[3%F conclude that the boost in
capacity equal to the help rate comes with secrecy "for frée'emains to be seen whether the
secrecy of Tx help or helper’s knowledge of the message bringny increase in the secrecy

capacity.
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