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acket-switched networks have changed

considerablyinrecentyears. One fac-

tor has been the dramatic increase

in the capacity of communication links

to greater than 1 Gb/s, representing

asignificant increase over typical links
in today’s packet-switched networks [1]. A sec-
ond factor is the altered nature of traffic trans-
mitted through these networks. Both of these factors
have a significant impact on the design of net-
work protocols and control procedures. It is now
accepted that packet-switched networks, or such
variants of packet switching as the Asynchronous
Transfer Mode (ATM) [2-4], will form the basis
for multimedia high-speed networks that will
transmit voice, data, and video through a com-
mon set of backbone nodes and links.

In this article, we elaborate on the protocols
and mechanisms necessary for network band-
width management and congestion control. We draw
heavily on the lessons learned from the design
and implementation of the plaNET network.
However, we believe that most of the conclusions
are general and can be applied to other high-
speed networks, including ATM-based systems.

The overall plaNET architecture is described
in a variety of other papers, e.g., [5, 6]. The pla
NET architecture is based on the previous PARIS
system [1]. A plaNET network will be deployed
in several different Gigabit networking testbeds,
including the AURORA testbed sponsored by
the National Science Foundation/ Defense
Advanced Research Projects Agency (NSF/DARPA)
[7, 8], and the IBM/BellSouth joint study [9].
Thus, the ideas presented in this article will be exper-
imentally tested in real environments in the near
future.

Briefly, plaNET is a high-speed packet-switch-
ingsystem for integrated voice, video, and data com-
munications. In order to achieve low packet
delay and high nodal throughput, plaNET imple-
ments the packet-handling functions in dedicated
high-speed hardware. Network control functions
(which are mostly implemented in software)
make use of the fast packet-handling services in order
to facilitate their operations.

The plaNET architecture embodies the key notion
of transparency [5]. This means that it is possible
to transmit information through the network in a
variety of different formats, including PARIS-
style [1, 10] variable- size packets and ATM-style
[2-4] fixed-size cells. Packetscanbe routed using the
Automatic Network Routing (ANR) format (a
self-routingscheme, described later), the label-swap-
ping format used in ATM, or a multicast format. The
ideais touse the routing format most closely matched
to the incoming traffic stream. It is argued that the
transparent capability of the network offers significant
advantages in terms of flexibility, performance, and
function over pure ATM systems {5].

Since the various mechanisms are closely cou-
pled, it is often impossible to adequately motivate
any single component without having a general under-
standing of the overall system. Thus, we initially pro-
vide a general overview without going into too much
detail on any single component. In subsequent
sections, we elaborate on the individual components
the system comprises.

Overview

he design of the congestion control mechanism

isdriven mainly by the nature of the carried traf-
fic. We expect to support a wide variety of differ-
ent traffic types over plaNET, with different
requirements in terms of bandwidth, packet loss,
delay, number of connections, ¢tc. The network will
have to provide adequate levels of service to all these
traffic types. Since the network has finite capaci-
ty, thismeans some ability to allocate resources (link
bandwidth, buffer space, switch capacity, process-
ing, etc.) among the contending traffic streams in
a“fair” manner. Intherestof thisarticle, we attempt
to make these notions clearer.

Conventional mechanisms for controlling con-
gestionwithin the network are usually based on win-
dow mechanisms [11]. Such mechanisms typically
rely on the end-to-end exchange of control messages
in order to regulate traffic flow. The control
messages, sometimes with additional congestion
information added by the intermediate nodes, are
used as feedback by the source node to regulate

54

0163-6804/91/$01.00 1991© IEEE

IEEE Communications Magazine * October 1991



its traffic. In high-speed networks, the propaga-
tion delays across the network typically dominate
switching and buffering delays. Thus, the feed-
back from the network is usually outdated, and
any action the source takes is too late to resolve buffer-
ing or switching congestion. This argues for
mechanisms that do not rely so heavily on net-
work feedback. It is also important that the con-
gestion control mechanism operates at the speed
of the link. For this reason, computationally
intensive controlschemes are less desirable than sim-
ple schemes that can be easily implemented in
high-speed hardware.

The nature of traffic also affects the design of the
congestion control. While today’s data traffic can
usually be slowed down in order to cope with net-
work congestion, it is likely that the real-time nature
of the traffic in broadband networks will require some
level of bandwidth guarantee. Real-time traffic (e.g.,
voice, video, and image) has an intrinsic rate
determined by external factors outside the con-
trol of the network. Typically, this rate can be
estimated by the network prior to the establish-
ment of the connection. The ability to slow down
such sources is usually very limited. Note, howev-
er, that the packet arrival process is stochastic, so
there is no guarantee that over short periods the
source will keep to the specified average rate.

The above factors suggest a congestion control
mechanism that does not react too dynamically to
network conditions. Instead, it uses knowledge of
the extrinsic parameters associated with the con-
nection, together with knowledge of the available
capacity in the network, in order to ensure thata con-
nection accepted into the network can be accom-
modated. Once the callis accepted into the network,
controls at the source force it to conform to these
prespecified parameters (and attempt to change
themif they are nolonger appropriate). Buffer man-
agement and scheduling functions ensure that
traffic flow within the network is regulated in
conformance with the prespecified classes of service.

The congestion control mechanisms described in
this article operate at two different levels. One
set of controls (termed “connection control”)
operates at the connection, or call, level (we use
the terms interchangeably). The other set of con-
trols (termed “steady-state control”) operates at the
packet level. In the next few paragraphs, we
briefly sketch out the operations and interrelationship
between connection and steady-state controls.

Connection Control

Connection control comprises the functions related
to the setup of a call. These include the call char-
acterization function, which categorizes and
quantifies the network resources required by the call;
the path selection and admission function, which
makes a decision on whether or not to permit a
new call access to the network and, if it is admit-
ted, determines the path over which it is to be
routed; the call setup function of establishing the
connection and updating associated tables and state
information; and directory and other application-
level functions, which perform important services
such as the location of remote network resources.

Our approach to connection control is based
on the use of a routing topology database similar
to the one in ARPANET [12]. Basically, each
node maintains a routing topology database with link

weights reflecting the traffic over each link.
Whenlink weights change substantially, updates flow
to every node using a fast broadcast algorithm
[13]. Atthecallsetup time, the source node attempts
to characterize the new call. It determines char-
acteristics that define the type of call, the destina-
tion, whether or not a bandwidth guarantee is
required, and, if so, an “equivalent capacity”
measure that captures the trafficloading that the call
will generate. Taken together, these characteris-
tics capture the call’s requirements from the net-
work. The source node then uses the information
in its local topology database to compute a path
(we use path and route interchangeably) capable
of carrying the traffic and providing the level of
service required by that traffic type. If no suit-
able path can be found between the source and
destination, the call will be blocked.

Once a path is computed, a call setup proce-
dure is typically initiated. As part of the proce-
dure, an end-to-end call setup packet flows over
the path and is copied by the intermediate nodes
along the path. The call setup procedure actually
“locks” up the capacity, ensuring that nodes on
the computed path are aware that some capacity
ontheir links is now being used by the new connection.
These nodes then update their picture of the
bandwidth usage on their adjacent links based on
the bandwidth informationin the call setup packets.
Thisupdated information may change the link weights
and trigger a new broadcast. In plaNET, we
employ an efficient and fast method for perform-
ing the link utilization update, which uses a fast
tree broadcast function. Together with the speed
of the network, this algorithm reduces the prob-
lem of transient differences between the network
image of the topology databases and the actual
network state.

Details on the distributed aspects of maintaining
a topology database in each node can be found in
[13]. For the purpose of this article, we assume
that every node has a complete updated view of
the entire network, including accurate informa-
tion on the loading of all the links. In the section
“plaNET Connection Control,” we discuss the details
of connection control, focusing on three key aspects:
call characterization, path computation and call
admission, and call setup.

Steady-State Control

Steady-state control consists of the mechanisms that
are applied after connections have been accepted
into the plaNET network. These mechanisms
monitor, control, and react to the steady-state
flow of traffic. They ensure that the traffic gener-
atedinto the network behaves as assumed by the con-
nection control procedures and enforce the
different classes of service that are supported
withinaplaNET network. These controls are applied
both at the access points to the network as well as
within the network. The controls at the network
access points consist of a rate control mechanism
and a traffic estimation module. Within the network,
intermediate nodesimplement different scheduling
and buffering policies to enforce the plaNET
classes of service.

Connections are regulated at the input to con-
form to prespecifled parameters. Thisinput control
is performed through a variant of the leaky-buck-
etmechanism[14]. However, unlike the mechanism
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in [14], we permit packets to queue at the input
and introduce aspacer to ensure that excessive queu-
ing does not take place at bottleneck links. Details
on the scheme are provided later. The parame-
ters of the leaky bucket can be adjusted in order
to conform as much as possible to the character-
istics of the call. Therefore, by regulating the admis-
sions and routing of new sources into the network,
it is possible to provide a performance guarantee
to all network traffic.

In some cases, it is not possible to accurately
predict, a priori, the parameters associated with a
source. Insuchcases, itisimportant to have the abil-
ity to estimate the traffic flow and react dynami-
cally to changes in characteristics of the connection.
We incorporate this dynamic traffic estimation abil-
ity into plaNET. The mechanism to renegotiate
the connection parameters with the network is an
extension of the call setup/takedown procedure and
is described in that section.

Insome instances, it may not be desirable to ensure
that all traffic passes through an input throttle.
One example is datagram traffic, which is difficult
to predict. Another example is a variable-rate
video coder, where the rate varies by orders of
magnitude between still-picture transmission and
rapid motion. In such cases, the strategy adopted
in plaNET is to permit traffic to bypass the input
throttle, but to identify this traffic explicitly. The
treatment of this traffic is different in the inter-
mediate nodes, asit is not guaranteed the same level
of performance as reserved traffic.

The buffer management in the intermediate nodes
ensures that the various traffic types get the
appropriate levels of service. The scheme divides
the buffer into several distinct First-In First-Out
(FIFO) queues, which are served according to anon-
preemptive fixed priority order. The priority reflects
different delay and loss sensitivities between dif-
ferent connections. Our scheme also allows dis-
crimination between different types of trafficwithin
the same connection (and hence, within the same
FIFO buffer), using a buffer threshold policy to
be described later.

In the section on “Steady-State Controls,” we
present details, focusing on three key aspects:
rate control, traffic estimation, and intermediate
buffer management.

plaNET Connection Control

A s mentioned earlier, in this section, we focus
on three aspects of connection control: call
characterization, path computation and call
admission, and call setup.

Call Characterization

When a connection request is made, the connec-
tionisfirst assigned to a particular service class based
onitsrequirement and characteristics. Ifthe service
classrequires bandwidth reservation, the amount of
bandwidth required by the connection is determined
as a function of its traffic characteristics. We
refer to this process of classifying and quantifying
the connection request as call characterization.
Our model for the user population of a future
high-speed network is a heterogeneous one. Wewill
continue to see traditional telecommunication
network users, whowill generate relatively predictable
and steady traffic streams (albeit at much high-

er rates than today). At the other end of the
spectrum, we will see interactive bursty data users
whose peak-to-average traffic ratio may be sever-
al orders of magnitude. We will also see traffic
that falls somewhere between these two extreme
ends of the spectrum, generated by new high-
speed multimedia applications that will combine
data, video, and image.

In order to accommodate these different types
of users, we provide three modes of bandwidth reser-
vation. The first mode is the “long-lived” mode,
whichreserves bandwidth for the duration of the call.
The second mode, the “on-demand” mode, adopts
a burst mode of reservation, while the third,
“non-reserved,” mode does not perform any
reservation. Based on the nature of the traffic,
the user can choose (and mix) the three options.

Asmentioned, the long-lived mode involves reser-
vation of bandwidth for the duration of the call. This
option is most appropriate for predictable and steady
sources, though it is possible to use it for bursty
sources. The basicissue here is to quantify the amount
of bandwidth that needs to be reserved for the
connection. For steady streams, this quantifica-
tion is relatively simple. However, for more
bursty sources, the problem becomes nontrivial.
Reservation at the peak rate is too costly, and
reservation at the average rate cannot guarantee
acceptable operation during periods where the source
transmits at the peak rate. The notion of “equiv-
alent bandwidth,” introduced in the next section,
permits us to compute the amount of bandwidth
required in order to permit adequate levels of
service. Insome cases, users may only require a long-
lived guarantee for the minimal amount of band-
widthrequired for the continuation of the connection
at an acceptable quality. Additional traffic may
be sent using one of the other two modes.

The on-demand category represents the next level
of reservation in terms of bandwidth guarantee.
It offers less of a guarantee than does the long-
lived mode, but offers advantages in terms of
bandwidth usage efficiency.

The essential idea is that the user reserves
bandwidth onlywhen it needs to transmit. When the
user has a burst of information to send, it initiates
a procedure that reserves bandwidth equal to the
peak rate at which it expects to transmit during
that burst. It uses the bandwidth as long as need-
ed and then returns it to the bandwidth pool.
The assumption is that the path of the call is pre-
computed, and additional bandwidth reservations
and releases are performed on the given path accord-
ing to the actual behavior of the call.

This class of traffic still requires the exercise
of admission control at the time of connection setup.
Calls are blocked if the network has insufficient
resources to handle them. Thus, here tooitisimpor-
tant that a cail’s bandwidth demand be adequate-
ly quantified through its equivalent capacity. The
primary advantage of this mode of operation is
that the equivalent capacity can be much closer to
the average bandwidth than the peak bandwidth. Thus,
more calls can be admitted into the network.

The primary disadvantage of this mode of
operation is that the bandwidth may not be available
whenrequested. Once an on-demand request is grant-
ed, it is assured that the bandwidth will be avail-
able as long as it is not released. Therefore, the
task can be completed once started. On the
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other hand, during times of congestion some
users may be either denied the requested bandwidth
or given a smaller amount as specified by the
setup message. If this happens too frequently, it
might be reasonable to assume that the current route
is too congested, and a rerouting procedure
might be invoked.

Another disadvantage is that the reservation phase
needed before each activity period (burst) may
slow its start-up time. In plaNET, special care
was given to the acceleration and efficiency of the
setup/takedown bandwidth processes. However, no
system can overcome the propagation delays that
dominate in wide-area networks. In some cases,
we take an optimistic approach and assume that
the request is likely to be granted. The traffic is
sent prior to the reservation confirmation as “red” traf-
fic under the assumption that the request will be grant-
ed. If the reservation is eventually denied, the source
will stop transmitting.

In the non-reserved mode, no bandwidth is
allocated to the user. The user does not obtain
any guarantee of service and simply fitsits trafficinto
any free bandwidth that happens to be available. This
traffic may get “bumped” when no bandwidth is avail-
able. Sincesuch users do not reserve any bandwidth,
they may transmit even at times of congestion,
and therefore may violate the designed network max-
imum operational point. Therefore, it is crucial
to protect reserved services from the impact of
non-reserved ones. This protection is implement-
ed at the level of buffer management, where ser-
vice to non-reserved packets should not be at the
expense of reserved traffic even under extreme
load situations.

There are two types of traffic that fitinto the non-
reserved category. The first traffic type repre-
sents excess traffic from a connection with reserved
capacity or traffic that arrives before the confirmation
of a reservation is received. Rather than discard-
ing such traffic at the entrance to the network, it
isoften preferable to transmit it through the network
with no explicit reservation. This traffic will be
sent as “red,” and consequently will not degrade
the performance of reserved (“green”) traffic, while
at the same time being kept in sequence with it.

The second type of non-reserved traffic is that
withoutstringent delay requirements and with activ-
ity periods that are short in comparison to the
setup period. The most common example is
datagram-type traffic such as electronic mail.
Skipping the reservation phase completely for
connections of short durations canboth increase the
amount of statistical multiplexing and decrease
theload onthe route selection and bandwidthreser-
vation services. This traffic can use the gaps in
the bandwidth usage of reserved connections.
Similar to the “red” traffic case, it must be guar-
anteed that the existence of excess non-reserved traf-
fic does not degrade the quality of service given
toreserved traffic. On the other hand, no sequence
ordering needs to be maintained between the reserved
and non-reserved packets. As described later,
reserved traffic is given a non-preemptive priority
over non-reserved traffic.

We have thus defined three ways of handling
bandwidth reservation requirements: long-lived, on-
demand and non-reserved. Many users cannot be
mapped into a single reservation class. In real
high-speed networks, it islikely that many users (such

as multimedia applications and variable-rate ser-
vices) will be better served by a combination.
Such applications will require some bandwidth
with a long-lived guarantee, some on-demand,
and some non-reserved. This combination can be
provided to such users with no violation of packet
sequencing.

In addition, there is some blurring of the boundaries
between the three categories. We have the ability to
estimate the traffic generated by a long-lived connection
and modify the initial estimate of its characteristics
determined at connection setup time. This modified
estimatemaycauseanewsetupthatreflectsthenewparam-
eters. We expect this modification to be much slower in
itsvariation thanthe on-demandreservation. Consequently,
we classify this estimation/modification process in terms
ofserviceguarantee, bandwidthefficiency,andreservation
parameters as a slowly varying long-lived connection.

Equivalent Bandwidth

In the case of long-lived and on-demand connec-
tions, the network must ensure that the band-
width needed to carry the traffic generated by the
connection remains available over the connec-
tion’s lifetime. The key problem here is to param-
eterize the requirement from the network in
terms of the characteristics of the source. In
plaNET, we use a notion called “equivalent band-
width” of the connection {15-19]. This bandwidth
represents the equivalent amount of link capacity
that is consumed by connections on a link. It is a
function of both the characteristics of individual con-
nections and their interaction within a link. The
desired network Grade Of Service (GOS) ismet only
if, at all links, the aggregate equivalent band-
width of connections remains below link capacity.

Verifying that the aggregate equivalent band-
width remains below the link capacity is typically
a very complex task, since it must account not
only for differences in connection characteristics but
also for their interactions within the network. In
addition, it must be performed “on-line,” i.e.,
track changes in link loads as connections are
added and removed from the network. The
approach implemented in plaNET relies on a
simple yet reasonably accurate approximation, which
captures the effect of connections, characteristics
and interactions while allowing on-line monitor-
ing and evaluation of link loads. The key features
of the approach are now reviewed; details can be
found in [18].

We focus here on equivalent bandwidth for long-
lived reservations. The first step indetermining the
amount of bandwidth required by a connection
is the specification of its characteristics. In
plaNET, a long-lived connection is character-
ized by three parameters that capture the essen-
tial features of traffic sources. Specifically,
connection i is represented by a call metric vec-
tor (RrwsPsh) where Rwa is the peak rate at which
the source can generate data, p; is the utiliza-
tion or fraction of time it is active and source
transmitting at Rwu (the mean bit rate is and its
variance 9 =m(Rilu=m) ) and b, is the average
duration of an active period.

From the above call metric vector, it remains
to determine the amount of bandwidth that needs
tobe allocated to aconnection. Thisis obtained from
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the combination of two approximations. The first
one considers a connection in isolation and deter-
mines its bandwidth requirements as a function
of its traffic parameters. The second focuses on
the interaction of connections within the network
and captures the effect of statistical multiplexing
onbandwidthrequirements. Asshownin[18], these
two approximationsyield reasonably accurate band-
width estimates over complementary ranges of
connection characteristics. Therefore, together they
give adequate and computationally efficient esti-
mates for the bandwidth requirements of connec-
tions and the associated link loads.

Recalling the results of [18), the bandwidth ¢
required by an individual connection with call met-
ric vector (Rwu:P:8) can be estimated using a sim-
ple fluid-flow model, and is given by:

peak

2ab(l—p)kaAX+\/[ab(1—p)wa—X]2+4xabp(l—p)R )

2ab(1- p)

where x represents the available buffer space, and

o =In(1/¢) withe the desired loss probability (GOS)
in the network. Conversely, the amount of band-
width 8 required by N connections multiplexed
on the same link can be approximated by:

B=m+a'c> with ’=\—2In(e)-In(27) » 2)

where m is the mean aggregate bit rate "= 2m
and o is the standard deviation of the aggregate
bit rate (o*=3.7,0)) . The final estimate of the
amountoflink capacity C requiredbyasetof N con-
nections is then obtained from a simple combina-
tion of the above approximations

6‘:min{m+a‘a, ‘z\:,}’ 3)

where the quantities ¢ are computed from equa-
tion (1). The expression providesa computationally
simple and reasonably accurate estimate of load lev-
els on network links [18]. This information is key
to controlling the usage of network resources and
ensuring performance guarantees to connections.

Path Selection and Admission

Another important function is the path selection and
admission procedure. Its goal is to maximize the
chance of selecting a path capable of adequately sup-
porting a new connection while distributing the traf-
fic to utilize network resources as efficiently as
possible. For this purpose, paths are selected dynam-
ically by the origin node of a connection, as a
function of both the requirements of the new
connection and the current network state. This
requires that each node be aware of the current state,
i.e., link loads of all other network nodes.

Storage and Distribution of Network States. In
plaNET, load information is maintained for all links
in the form of a triplet or link metric vector,
which is stored in the previously mentioned
topology database kept by each node. The structure
of this vector reflects the equivalent bandwidth com-
putation described earlier. The exact form of the

link metric vector for link j is as follows:
L,:(m:im,,a’:iof, ém:i&) )

where Nis the number of connections currently mul-
tiplexed on link j, m and o2 are the mean and
variance of the aggregate bitrate,and Cix: isthe sum
ofthe Nindividual equivalent connection bandwidths
computed from equation (1). Note that the equiv-
alent capacity allocated on a link, as given by
equation (3), is easily obtained from the vector L;.

An important feature of equation (4) is that it
allows for incremental updates of link metric vec-
tors as connections are added or removed. Specif-
ically, a request for connection establishment or
removal with call metric vector (Rea-P-8)is used
tocompute a connection request vectorr; of the form:

5= (m.07.8) )

The newlink metric vector L) after adding (remov-
ing) a connection with request vector r; is simply
given by component-wise addition (subtraction)
of Iy and r;.

The link metric vectors are continuously
updated as connections are added and removed.
However, a network-wide broadcast is triggered only
after a significant enough change in the load level
of a link. There is clearly a trade-off between the
accuracy of the link load information maintained
in the databases and the frequency at which
updates are generated. plaNET implements an
update algorithm [20] that attempts to bound the
frequency atwhich updates are generated while allow-
ing rapid distribution of significant changes in
link loads. This ensures adequate accuracy of the
link load information with relatively small com-
munication and processing overhead.

Path Computation and Admission

The primary objective of the plaNET path selec-
tion strategy is to maximize the long-term net-
work throughput; the secondary objective is to provide
the lowest possible end-to-end delay. Because of the
inherent complexity of identifying an “optimal”
dynamic routing policy, plaNET relies on a heuris-
tic approach that attempts to both balance the
load in the network and favor the shortest possi-
ble paths. We briefly describe and motivate the algo-
rithm, and the reader is referred to [21] for
details.

Load balancing is intuitively desirable since it
avoids early saturation of links, which forces con-
nectionsonto longer and more costly alternate paths.
This is similar to policies of current circuit
switched networks, which favor links with the largest
number of idle trunks [22, 23]. Another advan-
tage of load balancing is that, in a packet-switched
network, it also minimizes the end-to-end delay seen
by connections.

The intuition behind favoring short paths is to
minimize the amount of network resources
required to route a given connection, which yields
higher connection utilization. This is again simi-
lar to heuristics used in circuit-switched networks
[24]. Note that the selection of the shortest path
often contradicts load balancing (a heavily loaded
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two-hop path is selected over a lightly loaded
three-hop one).

The algorithm used in plaNET attempts to
reconcile the potentially contradictory criteriamen-
tioned above. Itisbased on amodified shortest-path
algorithm, where link lengths are increasing func-
tions of the load (favoring lightly loaded links to pro-
mote load balancing) of the form:

c
dy=—2
' A o
(€, -CM(C -C 0 (6)

where ¢ is the reservable! capacity on link j, ¢is
the allocated equivalent capacity on linkj prior to

adding the new connection request, and Cis the
allocated equivalent capacity on link j after adding
the new connection request. Both quantities can
be easily derived from the stored link metric vec-
tor Lj and the request vector ri.

The main modification to a traditional short-
est-path algorithmisin constraining the shortest path
to also have the minimum possible hop count.
This favors paths that require fewer network
resources. Specifically, upon receiving a new
connection request, the algorithm generates the min-
imum hop-count path that can accommodate? the
new connection with the smallest total length.
The algorithm also allows connections to specify
amaximum length threshold Pr,beyond which a path
is deemed unacceptable. Such a length threshold
is useful in preventing paths from using too many
slow-speed links.

In parallel to the above criteria, the path
selection in plaNET defines the notion of prima-
ry and secondary links for a given connection and
Origin-Destination (OD) pair. Primary links belong
to the most efficient paths available to the con-
nection, while secondary links are part of longer alter-
nate paths used by the connection only when the
more direct paths are saturated. The access of
connections to such alternate paths must, howev-
er, be controlled to both protect the “direct” traf-
fic and preserve network throughput. Therefore,
a load threshold is imposed on secondary links to
prevent connections from being routed on alternate
paths when at least one secondary link is loaded
beyond the specified threshold. This scheme is
similar in spirit to the trunk reservation approach
used in circuit-switched networks [25].

In order to provide additional flexibility in
managing and allocating bandwidth, path selec-
tion in plaNET also allows for the specification of
connection priorities. These priorities should notbe
confused with delay or loss priorities, which
define the quality of service received by a connec-
tion. Rather, these priorities reflect the “impor-
tance” of a particular connection. In particular,
plaNET allows connections to preempt lower-pri-
ority connections when no paths are available.
New connections specify both a setup priority and
a holding priority, with the holding priority always
higher than the setup priority. The holding priori-
ty is kept by connections once established, while
the setup priority is used to preempt other connections
ifnoavailable path is found. The use of two such pri-
orities allows the network to tailor the service
provided to connections, i.e.,some connections may
tolerate being blocked when the network is con-
gested but do not want to be preempted once

established.

Connection priorities are reflected in the
topology database through distinct link metric
vectors, and path computation always initially
uses the link metric vector that reflects the load
induced by all connection priorities. If no avail-
able path is found, a new path computation is ini-
tiated, using a link metric vector that only accounts
for connections with higher priority than the
incoming one. If a path is generated, the required
connection preemptions take place as the new
connection is established. The description of this
setup phase is the topic of the next section.

Call Setup

The bandwidth setup and release mechanisms
used in plaNET make use of the underlying rout-
ing mechanisms and built-in hardware components.
This is done in order to minimize the latency in
their operations and permit a high rate of bandwidth
setup and release operations. While plaNET
supports avariety of routing modes, including ATM-
style label-swapping, the routing mechanisms
used by the setup/release procedure are the following
[5,6,13].

Setup and release messages are sent using the
ANR routing mode, which is basically a hardware
built-in source- or self-routing technique. The rout-
ing field carries a sequence of link identifiers
(which must be unique at a given node), where
the identifier of the next link in the path is at the
beginning of the list. This first link identifier is
used at a node to route the packet to the corre-
sponding outgoing link and is then stripped off.
The next identifier is used at the next node. Once
a path is calculated at the source, no additional
path setup is required at the intermediate nodes.
This makes the ANR routing mode very attrac-
tive for setup functions, since it self-routes pack-
ets through the precalculated path.

In the selective copy routing mechanism, each
ANR identifier also carries a bit that indicates if
the packet should be copied in this node, in addi-
tion to being forwarded over the corresponding link.
An additional field in the packet header specifies the
type of function, e.g., bandwidth management, to
which the packet should be copied. The function
itself may be placed in various locations in the
plaNET node. In the current plaNET implemen-
tation, the bandwidth management function is
handled by a link processor. Therefore, the exis-
tence of the bandwidth management copy indica-
tionwill cause the packet to be copied to the processor
of the link through which the packet is trans-
ferred.

Reverse path accumulation takes into account
that in order for the bandwidth management pro-
cessors to respond to a bandwidth reservation,
they must know the path back to the source. A
special function in plaNET, which can be selec-
tively enabled for a particular packet, allows the
list of links that were traversed along the way to accu-
mulate after the routing field. This gives the
recipient of the packet the exact return path to
the sender.

Each plaNET link adapter has its own pro-
cessor, which tracks the amount of bandwidth
in use over that particular link. The distribu-
tion of bandwidth management to multiple
link processors allows the efficiency of parallel
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processing. In the plaNET network, we use
the setup/release procedures as the mechanism
to inform the intermediate nodes about the
amount of bandwidth that is allocated to the
calls over their local links.

Another task of the setup procedure is to
reconfirm the availability of the reserved bandwidth
for the new call. This task isnecessary because of the
potential latency in the operation of the band-
widthreservation. Calls thatare simultaneously ini-
tiated from different sources may allocate capacity
from the same link without being aware of each other.
Typically, this will cause no harm if the call band-
widths are small compared to the residual avail-
able capacity. However, for congested links or
high-bandwidth calls, such as high-quality video calls,
this might cause overutilization and, hence,
excessive packet loss. Other tasks of the setup/release
procedure and detailed description of its opera-
tion can be found in [13, 26].

The bandwidth setup procedure is composed
of two complementary phases. In the first
phase, the source of the call notifies the des-
tination and the intermediate nodes along
the path of the new call and its characteris-
tics. This phase is accomplished by the source
sending a direct message to the destination,
which is copied by the intermediate nodes (using
the selective copy mechanism) while accu-
mulating the reverse path. The setup mes-
sage carries the maximum and minimum
bandwidth required and a unique call ID.

The second phase includes a call confirma-
tion process in which a confirmation message is
transferred from the intermediate nodes back to
the source. Each node checks and returns the
amount of reserved capacity available. If none
can be reserved, the confirmation message is
converted into an abort message. The confirma-
tion phase is optional, in the sense that in most cases
the source does not wait for the confirmation
message before end-to-end communication is
enabled. However, the reception of an abort
message will cause the session to be immediately
terminated. Uponreception of a confirmation mes-
sage, the source node may then resend a setup mes-
sage to correct the actual amount of bandwidth
reserved according to the minimal amount it got
from all intermediate nodes.

Call termination is very similar to call setup,
without the confirmation phase. However, since
the call might be terminated by external events such
as failures along the path, we must have other
ways to terminate the call and release the
reserved capacity in such events. These mecha-
nisms are discussed in [13, 26].

While bandwidth reservation is currently
handled by the link processors, future imple-
mentations of plaNET will have a full hardware
implementation of the call/bandwidth setup/take-
down procedure. Such animplementation will fur-
ther simplify the task of fast reservation and release
of bandwidth. The idea is that the setup mes-
sage will pass through special pipelined hard-
ware on each link adapter, which will, on-the-fly,
check the available capacity against the maxi-
mum (preferred) and minimum requested val-
ues. (The packet will also carry the amount already
reserved for the connection, so no fast table
look-up isrequired.) The hardware will then record

the amount of capacity reserved and insert this value
in the maximum requested bandwidth field in
the setup packet to reflect the actual value
reserved.

This creates a sequence of increasing reserved
capacities in the message. The lowest capacity
reserved will always be at the front. If the
amount of capacity available is less than the
minimum, the inserted maximum field will be
set to zero and the message will not be forward-
ed any further. Once the setup message reaches
its final node in the path (the destination or a blocked
link), it will be sent back to the source using the
accumulated reverse path, and will travel through
the same hardware system. The hardware at
each node will then adjust its bandwidth reserva-
tion for the connection, as a function of the final
value of the reserved bandwidth.

Since the setup message will travel at a high
priority level, it is possible to operate such fast reser-
vation at alatency very close to the round-trip prop-
agation delay. The amount of time wasted is
therefore minimized. Such hardware implemen-
tation allows for fast setup/release and tracking
of bandwidth usage. There is no need for any
table look-up, and thus, the design matches the basic
philosophy of simplicity that governs the pla
NET hardware design.

Another hardware implementation of band-
width reservationsis reported in [27-29] foran ATM-
based network. The main difference between
the two techniques is that in ATM, a virtual path
must exist prior to the reservation/release pro-
cess, since the messages must use an existing
VPI/VCI connection. This is not the case in
plaNET since the ANR routing mode is used.
Inaddition, our scheme provides a complete nego-
tiation with the network in order toreserve the actu-
albandwidth available. In addition, no table look-up
is needed for a typical operation. (For excep-
tions for large-bandwidth calls, see [13].)

Steady State Controls

nthissection, we review the control mechanisms

that are applied after connections have been
accepted into the plaNET network. These mech-
anisms monitor, control, and react to the steady-
state flow of traffic. We focus on three key
aspects: rate control, traffic estimation, and
intermediate buffer management

Rate Control

The plaNET rate-control mechanism operates
at the source and regulates the flow of packets
into the network. Typically, there is one instance
of rate control per connection. The mechanism
consists of a buffered leaky bucket plus spacer
[30-34]. The buffered leaky bucket is a well
known scheme to control the average rate of a
connection, while allowing for some amount of
burstiness. Its two main components are a token
pool and a data buffer. Tokens, termed “green”
tokens in the rest of this section, are generated
at a constant rate y into the token pool, which
canstore amaximum of M tokens. Each token rep-
resents a transmission credit of g bits for the source,
i.e., the transmission_of an n-bit packet?® into
the network requires ”/4 tokens, where X is the
largest integer greater than or equal tox. The
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rate yatwhich tokens are generated determines the
long-term average bandwidth available to the
connection, while the token pool size M limits
the size of bursts that the connection can gener-
ate into the network. The data buffer is uscd to
queue packets, which cannotimmediately enter the
network upon theirarrival, i.e., there are notenough
tokens available in the token pool.

The spacer provides a “gap insertion” func-
tion that limits the peak rate at which a connec-
tion is allowed to generate traffic into the
network. This is needed to both protect the net-
work from misbehaving users, i.e., transmission
of a full token pool at the network rate, and
avoid reliance on the knowledge of the attaching
physical interfaces, i.c., a low-speed user may be
connected through a high-speed channel. The peak
rate limitation is achieved by requiring a mini-
mum spacing between consecutive packets. The
value of this interpacket gap is a function of
both the size of the previous packet transmitted and
the spacing rate B of the connection. Specifical-
ly, the spacer enforces a gap of n/B after trans-
mission of a packet of size #. This is achieved by
entering the tokens used by a packet into a spac-
er pool, which is emptied at a constant rate B. Trans-
mission of the next packet can only take place when
the spacer pool is empty.

The spacing rate typically verifies B=Ru, 50
that packets are only delayed at the access point
because of the unavailability of enough tokens.
However, because of either the presence of a
slow-speed link (€; < Rwea) on a connection’s path or
the need to smooth the incoming traffic, the
spacing rate may be chosen toverify # < Roa . In par-
ticular, as indicated by equation (1), reducing
the peak rate of a connection may significantly
reduce the equivalent bandwidth it requires.
(For additional details and discussions, see [20].)

The smoothing of incoming traffic can also
be achieved by appropriately adjusting the leaky
bucket parameters so that more packets are delayed.
This is typically achieved by reducing the size M
of the token pool available to a connection. For
a given token generation rate y, a lower M results
in more delayed packets, which then enter the
network at the token rate v instead of the higher
source peak rate Rea. Quantitative examples of
the trade-off between increased access delay and
smoother traffic can be found in [30, 31], while
[20] describes a simple approach to size the
token pool needed to ensure a given delay prob-
ability. However, any decrease in the token pool
size must be compensated for by a correspond-
ingincrease in the buffer size tokeep the access loss
probability constant. In fact, it is well known
that the probability of losing packets at the
access point is only a function of the combined token
pool plus buffer size {20, 30, 35]. Decreasing the
token pool size while increasing the buffer size
in proportion will, therefore, increase the proba-
bility of the packets’ delay without increasing
their access loss probability.

The problem of setting the leaky bucket
parameters is, however, typically more involved
than simply selecting the value M yielding the
desired delay probability. The goal of the
“ideal” access control mechanism is to remain trans-
parent to well-behaved users, while protecting
the network from the excesses of misbehaving ones.

These two objectives are obviously difficult to
conciliate, and the approach taken in plaNET is
to provide as transparent an access as possible while
ensuring network protection. It is now briefly
reviewed, and the reader is referred to [20] for
details.

The first step is to relate the leaky bucket param-
eters to the bandwidth allocation procedure
described earlier. In particular, the token gen-
eration rate y should never exceed the equiva-
lent bandwidth allocated to a connection on any
of its links. Violating this condition could result
in network congestion in cases of users saturat-
ing their access queues. Such misbehaving users
generate a constant bit stream into the net-
work at rate v, and it is therefore necessary that

217" <€, for any set of connections multiplexed
on link j. Once y has been set so that this condi-
tion is satisfied, the token pool size M can be
computed to ensure a given desired access delay
probability (i.e., transparency) [20]. As mentioned
above, the desired Mcan be obtained from a
simple model that relies on fluid-flow represen-
tation of the leaky bucket system [20, 36]. The token
pool size needed to ensure an access delay prob-
ability below & is then given by:

y o P=PY(Ry =) X]n[wfp&..d:)wg(&m ;7)} N
7= PRy Eyi-p)

where (BuacP-b) are the previously defined source
characteristics, and vy is the token generation
rate allocated to the connection.

The sclected access delay probability € is typ-
ically of the order of a few percent or lower, depend-
ingon the resulting M value. In particular, the size
of the token pool should not exceed some fraction,
e.g.,one-fourth, of the buffer size available atinter-
mediate network nodes. This is necessary to ensure
that the worst-case bursts generated by misbehaving
users do not impact network performance.

While the value of & determines the probabil-
ity that an incoming user packet will find an
insufficient number of tokens in the pool upon
its arrival, plaNET offers users an alternative to
delaying access to the network.

In the absence of enough tokens, a connec-
tion can select to have its packets sent into the
network marked as “red” [33]. In case of con-
gestion at intermediate nodes, “red” packets
are discarded first by the network. This allows pack-
ets to immediately enter the network without
any further delay?, at the cost of a potentially
higher loss probability in the network. Alterna-
tively, the uscr can select tosend “red” packets only
when the access queue exceeds a given thresh-
old. This can be used to prevent excessive access
delay or to allow packets that would otherwise have
been discarded because of a full access queue to
take their chance in the network. The actual
discard policy and intermediate-node buffer struc-
ture are described later. In addition, the access
control limits the volume of “red” traffic a con-
nection is allowed to generate into the network.
Thisisachieved by meansofa “red” traffic limiter,
which prevents connections from sending “red”
traffic in excess of a certain fraction, e.g., one-tenth,
of their negotiated maximum average rate y.
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The use of “red” traffic can be further tai-
lored, for example, to ensure that all segments of the
same data unit are sent with the same “color.” These
and other options are made available in plaNET
through the flexibility of an efficient software imple-
mentation of the rate-control mechanism.

This implementation uses a high-speed pro-
cessor together with some simple hardware assis-
tance, and is capable of supporting a large number
of simultaneous connections. Its structure, rather
than emulating the leaky bucket operation, com-
putes for each packet reaching the head of its
queue the appropriate transmission time. There-
fore, instead of continuously updating the leaky buck-
et state (token pool count) and deciding if a new
packet can be sent, the software actually com-
putes ahead of time when the packet should be
sent and updates the leaky bucket state accord-
ingly. In addition to its flexibility and the fact
that it can support many connections, the advantage
of this approach is that it also avoids the prob-
lems of rate- and clock-matching, which are being
faced by hardware-based implementations.

Traffic Estimation

The detection of significant and long-term changes
in the characteristics of a connection are key in pro-
viding users with the type of performance they
expect while allowing for efficient usage of net-
work resources. In particular, many users ini-
tially may not be able to exactly specify their traffic
characteristics according to the call metric described
earlier. The network will typically assign such con-
nections to a “default” connection type. This map-
ping, however, will often be inaccurate and will
have to be tuned to avoid either insufficient or
excessive bandwidth allocation. This requires that
the network monitor the traffic generated by
such a source in order to appropriately adjust
the bandwidth reservation and leaky bucket param-
eters. The monitoring of asource is also often use-
ful in detecting misbehaving users and taking
additional corrective actions. In this section, we
discuss primarily long-lived connections.

In plaNET, this monitoring is done by an esti-
mation module collocated with the rate-control mech-
anism. The quantities that nced to be estimated
are mainly the source utilization p and the mean burst
period b. The peak rate Kwa can often be assumed
toremain constantasit is typically imposed by exter-
nal constraints, which are unlikely to change.
The source utilization is easily estimated from the
total received byte count over the estimation
period 7. The average burst size over the period
T can be estimated either directly, by counting
the number of source activity periods, or indirect-
ly, from the access delay probability £. As shown

in [20], the estimate of the average burst dura-

tion b is related to the estimated access delay
probability ¢ and source utilization o through
the following expression:

1
A=pWRys ~1) w—ﬁmepé(Rw—w]J ) ®)

MY-pRL) | Eyi-p)

where yand M are the current leaky bucket
parameters. The advantage of equation (8) over
adirect measurement of 4 isthatitalsocaptures the

impact of burst period distribution and even cor-
relation. The above estimate & corresponds to
the average burst period of an “equivalent” On-
Off source with the same bandwidth requirement
as the actual connection itself [20]. .

From the estimated values ¢ and 5 for the
source utilization and mean burst period, an
estimate for the connection metric estimate (RpeaoP:
can then be obtained. This estimated connection
metric provides the necessary information to
determine, using the procedures outlined in the pre-
vious sections, the appropriate bandwidth reser-
vation and leaky bucket parameters for the source.
These quantities can now be adjusted to respond
to changes in connection characteristics. It is
desirable that these adjustments be both robust
to short-term changes and responsive to large
sudden jumps. In particular, the system should
not trigger a change in reserved bandwidth
because of a short-term overload but should
quickly respond to a sudden increase (or decrease)
insource activity. These two objectives are obviously
contradictory, and some trade-offs are unavoidable.

The first component in providing a robust yet
responsive adaptation mechanism is the estima-
tion procedure itself. plaNET will investigate two
estimation algorithms and their performance forvar-
ious types of traffic. The first algorithm is a sim-
ple exponential smoothing, which has the advantage
of tremendous simplicity while allowing some
flexibility in trading responsiveness for robust-
ness, i.e., by adjusting the coefficient of the expo-
nential filter [37]. The second algorithm is based
on a bimodal adaptive filter, which has been
shown to perform well for a wide variety of traffic
types while being only slightly more complex than
an exponential filter [38]. In both cases, the esti-
mation module generates a connection metric
estimate (Rua P+ ®) every T time units. It then
remains to decide when to actually modify the band-
width reservation and leaky bucket parameters of
a connection.

Atthe end of each monitoring interval T, the esti-
mated connection metric is used to compute a
new estimate for the equivalent bandwidth
required by the connection —see equation (1). This
new value is then compared to the current one,
and an adjustment is triggereds if a significant
enough difference exists. Such a change in band-
width reservation is then followed by the modifi-
cation of the leaky bucket parameters. Note that for
bandwidth increases, the change only takes effect
after successful completion of the setup process
required to secure the additional bandwidth on
the connection’s path. If the additional band-
width is not available, a new path may optionally
be computed. This adaptive allocation of band-
width allows the network to both use its resources
efficiently, i.e., idle connections release any unused
bandwidth, and provide an adequate GOS to
connections with either unknown or varying
traffic characteristics.

Intermediate-Node Buffer Management

The conceptual model of the nodal buffering in
plaNET is based on output queuing, which reflects
the fact that the current switching mechanism is a
high-speed shared media [10]. Buffers exist at
both the incoming and outgoing link sides. However,
itcan easily be proven that the input side of the switch
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hasno losswith a small number of maximal-size pack-
et buffers. Therefore, the main queuing point is
the outgoing link section, after packets have tra-
versed the switching system.

In plaNET, in order to allow for simple and
efficient implementation it was decided not to
dedicate buffers tospecific connections. Incontrast
to such proposals [39, 40], the complete buffer
pool is shared among all connections. Distinc-
tionsin service policy are accomplished by stamping
individual packets (at their source) with different
GOS indicators. Therefore, the same connection
may send packets at different service classes.

Packets in plaNET can belong to different
delay priority classes. The packet buffer at the
outgoinglink is partitioned into several buffer pools,
which are served in a fixed non-preemptive prior-
ity order. The number of buffer pools at certain links
canbe smaller than the number of delay priority class-
es defined. This is due to the fact that, in some
high-speed links, the impact of queuing delay on
the total packet delay is negligible. Therefore, in
some links several delay priority classes can be
grouped together in the same buffer pool. Note that
there is no guarantee of FIFO ordering among
the different delay priorities.

Inadditionto delay priority, plaNET has a notion
ofloss priority. Loss priority (we use the term “color”
to denote this) can be thought of as a subdivision
of the delay priority classes [33]. Essentially, loss pri-
ority or color reflects the “importance” of a pack-
et. Packets of lower loss priority are discarded
first whenever there is congestion within a partic-
ular delay priority class. Note, however, that
FIFO ordering within a delay priority class is
guaranteed. Therefore, loss priority is only used
to determine which packets to discard and never
interferes with packet service order.

We use asimple threshold policy within each pri-
ority class to accommodate different colors.
Packets of acertain color are associated with a thresh-
old value. When such a packet arrives to the out-
going link section, whether the number of bytes
occupying the buffer pool of its priority class is below
this threshold is checked. If affirmative, the
packetis admitted; otherwise, it isdropped. Asmen-
tioned above, this threshold policy is simple to imple-
ment. Itis not an exactimplementation of loss priority,
since it operates only at the input to a queue and does
notremove packets of low loss priority already with-
in the queue.

The different buffer policies are mapped into the
GOS used by the various connections. As previously
described, we have two types of reserved connec-
tions as well as non-reserved connections. These
three connection types are mapped into the three
delay priorities defined in plaNET. Non-reserved
traffic (which is distinct from excess traffic of a
reserved connection) is mapped into the lowest delay
priority class. Reserved traffic is mapped into the
two higher delay priority classes according to whether
the traffic is real-time or non-real-time.

Within each delay priority class, two colors are
currently supported (red and green) and are mapped
to different thresholds. The green-colored traffic
is associated with the normal reserved traffic and
isallowed to access the fullbuffer pool. The red-col-
ored traffic is considered to be traffic in excess of
reservation and is given a considerably lower thresh-
old value. (See [33] for a more detailed analysis).

Under lightlyloaded conditions, green and red pack-
ets will share the network resources in an identi-
cal manner. The relative ordering of green and
red packets is preserved (i.e., green packets never
overtake red packets generated from the same
source). This fact is important in simplifying the
resequencing at the end points.

Conclusion

his article outlines some of the key ideas in

the plaNET bandwidth management and
congestion control. The references have a wealth
of additional detail. As noted, we plan to deploy
plaNET networks in aseries of field trials in the near
future. One field trial (AURORA) is described
in detail in |7, 8]. The plaNET switch deployed in
AURORA will operate at an aggregate speed of
6 Gb/s and will interface to SONET OC-12 links
operating at 622 Mb/s. We will use a 1 Gb/s
Local Area Network (LAN) (ORBIT) toattachend
users into the plaNET switch [41, 42]. The con-
trol and management functions described in this arti-
cle will be implemented in RISC processors on
the switch adaptors and on an IBM RS/6000 machine
attached into the ORBIT LAN. These field trials
will enable us to validate and refine the ideas pre-
sented in this article.
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Footnotes

1 Typically 85% of the raw link bandwidth.

2. All hnks on the path verify < <¢ .

3 Recall that plaNET allows for the transmission of variable-size
packets.

4. Assuming the spacer pool is empty.

5. This feature may not be applicable to all types of connections,

i.e., certain connections may have negotiated a fixed band-
width irrespective of their actual traffic.
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