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Abstract— We present QMesh, a software package that
allows utilizing multiple geographically scattered Windows
desktops as a wireless mesh network infrastructure with
seamless user mobility support. QMesh supports its users
through standard protocols, and does not require any client
software installation. We optimize the solution’s quality
of service (QoS) by providing a centralized management
infrastructure, which allows an intelligent assignment of
users to Internet gateways that balances between distance
and load considerations.

QMesh is implemented as a Windows XP kernel driver,
on top of the Mesh Connectivity Layer (MCL) academic re-
source toolkit from Microsoft Research that provides basic
routing within the mesh. To the best of our knowledge, this
is the first mobile mesh solution implemented completely
within the Windows kernel space.

I. INTRODUCTION

Wireless mesh networks, or WMNs, is a rapidly
maturing technology for providing inexpensive Internet
access to residential areas with limited wired connectiv-
ity [5]. While initially designed for small-scale instal-
lations (e.g., isolated neighborhoods), WMNs are now
envisioned to provide citywide access and beyond [3],
[4]. Mesh networks are expected to handle real-time
applications with diverse QoS requirements like VoIP,
VoD, and online gaming [8].

WMN users access the Internet through a multihop
backbone of fixed wireless routers. Each external user
associates at all times with a single router that provides
it with access to the mesh, which is called the users
access point, or AP. Some of the routers, called gateways,
are connected to the wired infrastructure. A common
practice in small-scale WMNs is always assigning each
user to the nearest gateway (e.g., [6]). In this approach,
gateway handoffs (macro-mobility) are tightly coupled
with link-layer AP handoffs (micro-mobility). This so-
lution cannot adapt to load peaks within the mesh, thus
limiting the network’s capacity.

This shortcoming can be resolved by assigning some
users from congested areas to distant gateways, hence
avoiding congested paths, providing an improved quality
of service (QoS), and eventually increasing the WMN’s

capacity. Note that gateway selection is a traffic engi-
neering policy, rather than a routing extension. It can
work on top of any routing protocol. In particular, it
does not induce self-interfering link metrics, which could
affect network stability, or host-specific paths, which do
not scale with network size. All that is required is the
gateway id information at the user’s current AP.

We designed and implemented QMesh – a prototype
QoS mesh network with seamless mobility support. The
QMesh implementation supports external users without
installing additional software at their side. QMesh is
managed by a centralized controller, which collects
the wireless user location information from the access
points, and intelligently associates wireless users with
access points and gateways to optimize the QoS. The
QMesh router platform is a standard Windows XP
desktop with one or more wireless cards. The routing
software is a small-footprint device driver (to the best
of our knowledge, this is the first WMN solution imple-
mented in the Windows kernel space). The QMesh code
(driver and management software) and documentation
are available for download at [2].

II. QMESH ARCHITECTURE

QMesh is implemented on top of the Mesh Connec-
tivity Layer (MCL) – an ad-hoc routing and link quality
measurement software package developed at Microsoft
Research [1]. MCL implements the LQSR routing pro-
tocol – a modified version of DSR [9] that implements
sophisticated link-layer metrics for routing in multihop
wireless networks. We extend MCL with a functionality
of serving as a wireless access infrastructure, which
provides seamless micro-mobility between the mesh
access points. Architecturally, the MCL code is an NDIS
driver that implements LQSR by elegantly plugging into
the host networking stack between the network and link
layers. QMesh extends this driver with MAC address
resolution and unicast/broadcast traffic forwarding for
non-LQSR users. The controller manages the user-AP
and user-gateway assignments through LQSR extensions.
Fig. 1 illustrates the QMesh architecture.
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(a) Network perspective
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(b) Software perspective

Fig. 1. The QMesh architecture.

QMesh associates each user with a single AP at all
times. Unfortunately, we could not implement APs as
transparent bridges like in the 802.11 LAN infrastructure
mode, due to an inherent shortcoming of most Windows
wireless card drivers that do not support the promiscuous
mode (the same problem was reported in [1]). Mobile
users therefore need to communicate with their APs
directly, through the 802.11 ad-hoc mode. The user’s
current AP functions as its default IP router. The user
is forced to route all its traffic via this AP by setting
the subnet mask to 255.255.255.255. We explored three
methods of user-AP association:

Gratuitous ARP: originally suggested in [6]. All mo-
bile users perceive the WMN as an omnipresent virtual
access point. Its IP address is pre-configured by the user.
As the user initially associates with the mesh or moves
away from its original AP, the prospective access point
manipulates the mapping of this virtual IP address to
a MAC address, through publishing its own link-layer
address in an unsolicited resolution reply. The downside
of this approach is that ARP is a low-level protocol that
cannot be properly secured (e.g., encrypted).

ICMP Router Discovery Protocol (IRDP): manipulat-
ing the default router’s IP address itself [7]. The mesh AP
assigned to the user publishes its own network address as
the user’s default gateway, using a specific ICMP packet.
IRDP can be enabled at a Windows computer through a
dedicated DHCP request.

DHCP Reconfigure: manipulation of the default gate-
way’s IP address through a dynamic update triggered by
the DHCP server [10]. This option is not supported by
the Windows XP host networking stack, and we chose
not to implement it.
QMesh maintains two main data structures in each

mesh node: a local user cache, or LUC, which holds the
MAC addresses of the user nodes whose 802.11 beacons
are received by the node, and a global user cache, or
GUC, which holds a mapping of the MAC addresses of
the network’s users that this node is aware of to the AP’s

that they can be reached at. The LUC is periodically sent
to the controller, which uses it for assignment decisions.
The GUC is maintained through standard ARP requests,
which are handled by AP’s in the name of their users.

Unlike the previous implementations (e.g., [6]),
QMesh does not employ any reliable messaging infras-
tructure for forwarding in-flight packets during the AP
transition. Instead, we opt for a simple and lower-latency
kernel-level implementation.

The QMesh infrastructure was deployed on a small
testbed of 5 mesh routers. We demonstrated a smooth
operation of a video streaming application under end
user mobility. Our initial performance measurements [2]
show that the impact of handoffs is small – the applica-
tion’s performance stabilizes in about 100 milliseconds,
thus supporting the previous findings [6], [8].
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